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To: Inspection 
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Date: 02/07/2006 
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From: Counterterrorism 

ITOS 1/CONUS 4/Team 15 

Contact : 


IA 


AIL INFORMATION .CGOTAINSt 
HEREIN IS UNCLASSIFIED EXCEPT 
HHETE 5HBW M OTHERWISE 


Approved By: 
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Case ID #: 


& 


(S) 

( X 
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LEAD (s) : 


tuj 


(UJ 


Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

For information, 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information. 

Set Lead 3: (Info) 


X 




(U) 


For information , 

Set Lead 4: (Info) 


♦♦ 


) For information. 


(U) 
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SK^-T 


(INSP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


bz 

b7E 

b6 


hriciav. 


AEiniillMHilll;* 


iFBijr 


Ifbo 

2:58 PM 
IlNSP) (FBI) 

IfbhJ— 


RE: IOB Matter 


Irrw 


>61)1 



bl 

b7A 

b2 

b'?E 


b6 

b7C 

b7D 

b7A 


]in a 1A envelope. The CD did 


As far as I know, the collected material, which came to us in a CD Rom, is still at I 


contain the info we requested (ie subscriber, header info, and IP logs) so we kept it but did not do anything further with 
what we believed to be "content" until we heard back from ITOS1 and the NSLB lawyers. , which we never did. To this day 
I can not say for sure that what was additionally on that CD was actaul content as the couple I "opened" were in a foreign 
language and I did not proceed any further 


If you need to follow up ini l the case aaents are: *nri 


longer the assigned case agent as he has left the for FBIHQ. 



If you need anything further from me, please call me on my cell ad 


Thanks 





b6 


SA 


is no 


b7E 

b6 

b7C 


Original Message — 

From: | |(INSP) (FBI) 

Sent: f-ridav, March 03. 2006 8:35 AM 

To: I f FBH 

Subject: IOB Matter 

Importance: High 


b7C AH INFORMATION C OBTAINED 

j-,2 HEREIN TS UNCLASSIFIED EXCEPT 

. ' WHERE SHOT® 0TEERNI3E 

b / E 


(S) 


SFttPFT 



bl 
b7A 
b2 
b / E 


DATE : 05-30-200? 

CLASSIFIED B? 6S17S/DHH/KSF./PJJ 
REASON: i.4(c,d) 


DECLASSIFY. ON: 05-30-2 


032 


By way of introduction, I handle the IOB matters for the Inspection Division. 

I know you are no longer irllbut I have a question about the violation in the above serial. There's no problem - the 
provider was at fault but what was done with the overcollected material? 


Conduct Kcvtew Specialist 


Initial Processi ng Unit/HS /lNSD 
Phone: 202-324 I 
Room 11865 ot£$C1 


1)6 


b7C 

b2 
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Precedence: ROUTINE 

To: Counterterrorism 
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Inspection 


Attn: 

Attn: 

Attn: 

Attn: 


Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 



CDC 

IIS 


ALL BJFORCTATION CONTAINED 
HEREIN t3 UNCLASSIFIED EXCEPT 
WHERE 3H0SH OTHERWISE 


From: 


Office of the General Counsel 

KT.qT.R/rTTJTI /T,Y1 Poom h 

Contact: UC 


Approved By: Thomas Julie Fj 

Drafted By: Q 

Case ID # : ^8^ 

X 


mm 




Title i 


278-HQ-C1229736 -VIO (Pending) 

INTELLIGENCE_QiffiR^IGHT BOARD 
MATTER 2 006 


DATE: 05-30-2007 

CLASSIFIED BY 6S179/DHH/KSR/RN 

REASON: i.4 fc,d) 

DECLASSIFY .03: 0S'-30-2.032 


DZ 


Synopsis: / {'S^ It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 


Reference : 


■X 



^1220^ 

278-HQ-C12 29736 -VIO serial 1152 


Details: The referenced serial from Counterterrorism 

Division requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. 
As explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 


OHVDCJ REVIEW: 

Bi ,^VE)i!lGAT;QN: 

DIG, 20 J INVESTIGATION 


DATE: 




bfc 

b7C 
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To: 

Re: 



Counterterrorism From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 


L§1 


b2 

b7E 

b6 

b7C 

b7D 

b7A 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


b7A 


(SI 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
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SECJ^T 

Counterterrorism From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 


in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including electronic communication 
transactional records in the custody of electronic communications 
service providers (Electronic Communications Privacy Act, 18 

U.S.C. § 2709). NSLs may be issued in rn nfnnnhv with a.t 

requirements, including 18 U.S.C. § 2709. | 

- X Here, during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider for transactional records. In response to the properly 
served NSL, the FBI inadvertently obtained inform ation beyond the 
scope of the NSL (email content information) . FBI| I 

identified the problem, and properly sequestered the email 
content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U khonlH contact the carrier (or coordinate 

through | h nd ask whether the improperly or 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 


SE^J^T 


NSL VIO-1231 




cr D' 



To: Counterterrorism From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 12/20/2006 


LEAD(s) : 


Set Lead 1: (Info) 

COUNTERTERRORISM 


AT WASHINGTON. D.C. 

(U) For information. 


Set Lead 2 : (Action) 




K 



(UT Is hould contact the carrier (or coordinate 

through j fc nd ask whether the improperly or 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 


Set Lead 3: (Action) 


b2 

b7E 



(U) For information, 


Set Lead 4: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Ms. Thomas 

1 

lUb Library 


Ob 

b7C 

♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


b6 


/ C 


From: Inspection 

Internal Inve stigations Section. IPU, Room 30 41 

Contact: CRS Ext f 

I i 

Approved By: Miller David I 

Drafted By: 




Case ID # : 


AI L IMFOPXATIOM C OFTAIHEI 1 
HEREIN 13 tmCLASSIFIEI' 

DATE 05-30-2007 BY 65X79 /DHH/KSR /RII 


(U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 18 07 
OGC/IOB# 2006 | ~| 

Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1152 

278-HQ-C1229736-VIO Serial 1946 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from Counterterrorism Division dated 02/07/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 
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(U) 


SEC^Cl/20320117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Counterterrorism 


Date: 01/17/2007 

Attn: AD (Personal Attention) 

Attn: SAC (Personal Attention) 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section. 

Con t ac t : CRS I 


IPU 

Ext 


, Room 30 41 

U 1 


Approved By 
Drafted By: 
Case ID #: 
Title: (U) 


Miller David Ian 




AIL INFORKATIOH CliMTATEEC 
HEREIN U3 TJIJCLAS3IFIED EXCEPT 
:=!HERE SHOOT OTHERWISE 


(U) 263-HQ-O-U - 652 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKlMli_J 1 8 07 


DATE: 05-30-2007 

CtiSSIEIS2> BY 651 72 ./DiSH/KSP/Rlu 

REASON: 1.4 (c,d) 

DECLASSIFY OK: 05-30-2032 


OGC/IOB# 2006 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


X 



Derivec 
Declj 


On: 


Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1152 

Reference: >&r ? 7 R-HO-n ?? Q 77 fi-VTn -iid? 

(S) L 2 ;8-RU-C1229 / Jb-viu serial T946 


b7A 

b2 

b7E 


Details: (U) Upon review of Counterterrorism Division's 

captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident . 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 


THIS EC IS UNCLASSIFIED THEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 
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U.S. Departme if Justice 

Office of ihc Inspector General 



DATE: January 24, 2007 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FDI IHF0PHATT0V CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 03-31-200? BY 65179/TKH/KSR/P,V 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Co mplaint No. 2007002 521 

Subject: ~1 

b ivision 

FBI No. 263-0-U-652 
FBI CMS No. 1807 


b2 

b7E 

b6 

b7C 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IC; Act or because an individual has (a| requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 
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0 LG - INVESTIGATIONS DIVISION 

Complaint Form 

OIG NO. : 

^689-2007-002521 -M 

Received By: 


^ Date Received: 

01/04/2007 

How Received: A 


SUBJECT : | 

Title: SA Pay Plan: 

Component.: FBI EOD Date: 


Wise : 
Home : 
Phone : 
Work : 
Phone : 


1 



0 • ZIP: 



ZIP: 


COMPLAINANT : | | 

Title: INTEL Pay Plan: 

Component: FBI EOD Date: 


M i sc : ■- 
Home : 

Phone : 

Work : , 

Phone : [ 

Confident lai : 


0 


ZIP 


ZIP: 
Revealed : 


SSNO : 

D . 0 . B . : 

A„I i on No . : “ 

F. B . I .No. : 

B . 0 . P . No . : 

D/D No . : b6 

Offenses: 689 b7C 


SSNO 
D.O.H. 
Alien No. 
F . B . I . No . 
B . 0 . P . NO . 
D/L No. 


V',9 

-w tL* 



Authority: none 


b2 


Deta i. Is : 

Information received FBI/TNSD re port ina^ a possible in IOB matter involving inadvertently 
obtained information. IOB #2 00 6 1 


b'j : •*:: authori son investigation, the FBI properly served a National Security Letter 'NST.j 

cm :.r: I..- \ rot tn.-ii c comunj cation service provider for transacti onal recor ds. In response, the 

lidentified the 


FBI. obtained information beyond the scope of the NSL. The FBlT 
problem and properly sequestered the content information. 


It is the opinion of the Office of the General Counsel that this matter is not retable to 

the 1UB. 


b2 

b7S 


ALLEGATIONS: 689 IOB Violation 


UCCU1 

rrence uate 

: 10/04/20ub TIME: 


b2 

city| 


State : 


Zi P: h7E 


DISPOSITION DATA: Disposition: M Date: 01/04/2007 


Approval: POWELL, GLENN G 

rrw' 


Referred to Agency: Date Sent: Component 
F -if. riot Ac._: n Civil Rights: n Component Number 
Sensitive: N Whistleblower: n Consolidated Case Number 


FBI 

263-0 -U- 652 , 1807 


Remarks : 

Predicating material contains classified information that will be stored in a secure 
container within OIG/1NV/HQ. 

1/24/07 - Sent to AD Kaiser, FBT/INSD. (yht) 


ALL FBI INFORMATION CONTAINED 
HERSISI IS IWCLAS2IFIED 

PATE 06-06-2007 BY 65179 /PKH/^^ ^35 


Paae 1 nf 1 
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SECRET7^^0N/N0F0RN 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 

To: General Counsel 

Inspection 

Operational Technology 



Attn: 

National 

Attn: 

Internal 

Attn ; 

DES/DITU 


UC 

Attn: 

Squad 11 


SA 


From: Counterterrorism 

CXS/ECAU/Roo rn 4343 

Contact: IA 

Approved By: Hulon Willie T 

Lewis John E r\o < i 




Date: 05/19/2006 

onal Security Law Branch 


AU INFORMATION CONTAINED 
HEREIN IS CKCLAS3IFIE& EXCEPT 
WHERE SHOOT OTHERWISE 


Drafted By: 
Case ID # : 

Title: 

(ui ( u hJ 


REP ORT OF POTENTIAI 
IA 
SSA 


VITER 


Synopsis: - To document th e minimizatd 

collecti on on the emai-L ad dr.? s d 


DATE: 05-30-2007 
CLASSIFIED SY 6517S/MH/ 
REASON: 1.4 (c,d) 
DECLASSIFY Oil; 05-30-20; 



;// /Jfr 


D e ri^ed^i^crsini 

D e c 1 a ssi4y^0n1 


1203 1 


(S) 

Reference: (S) 

li/ P * 

l /^to Blj p ^j n -l 


SECRET 


/NOFORN 


NSL VIO-1237 








secret75Jpc€n/noforn 

Operational Technology From-. Counterterrorism 
'S&f 278 -HQ-C1229736 -VIO, 05/19/2006 


Administrative: This document is classified 

SECRET/ /ORCON/NOFORN . Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency. 



^ Electronic Communications Analysis Unit (ECAU) iT 

subordinate to the Communi cations Exploi i-at- i on s^ri-inn 

(S)- Counterterrorism n hHainn I j 


^ ■ 

/ me following analysis was conducted 

Cased, on queries ot logical intelligence databases available to 
ECAU . 





SECRET/QBCON/NOFORN 
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SECRET^URGON/NOFORN 


Operational Technology From: Counterterrorism 

278 - HQ -C 12 2 973 6 -VIO , 05/19/2006 

OC/NF) 




SECREJ<ORCON/NOFORN 

ro: -Operational Technology From: Counterterrorism 

<e : 2 7 8 - HQ -C 12 2 9 73 6 - VIO , 05/19/2006 



(S//OC/NF) 







:r§jp^qf 


<U) 


SECRE>fQRCON/NOFORN 

y 

To Operational Technology From: Counterterrorism 

Re-: N<S) 2 7 8 - HQ - C122 9736-VIO, 05/19/2006 


LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For NSLB - For information and action as deemed 
appropriate . 

Set Lead 2 : (Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For IIS - For information and action as deemed 
appropriate . 

Set Lead 3 : (Action) 


OPERATIONAL TECHNOLOGY DIVISION 

AT QUANT I CO, VA 

(S//OC/NF) 


Set Lead 4: (Info) 





A] 



(U) For Squad 11 - For information only. 


bl 

b6 

b7C 

b7D 

b7A 


b2 

b7E 


♦♦ 


SECRfe^<QRCON/NOFORN 
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FEDERAL BUREAU OF INVESTIGATION 


b2 

b'7E 

b6 

b7C 


(Si 


(U) 


(U) 


(U) 


Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Operational Technology 


Date ; 


12/19/2006 


Attn: 

Attn: 
Attn : 
Attn: 


CXS /T7rarj_ 

iaL 

ssa] 

IIS 
CRS 


DE S/DITU" 
UC| 

Sen 




i a d 1 ~L 


From: Office of the General Counsel 

NSLB/CIL U/Room 7947 

Contact : 


in 


AIL INFORMATION CONTAINED 
HEREIN TS UNCLASSIFIED EXCEPT 


hum 


Approved By: 

Drafted By: 
Case ID #: 


Thomas Jul 


[ 


ie 


SHOWN OTHERWISE 


(U) 

n 


Title : 


■?7R-HPl- d OOQTTg-UTO- 


iqS5 


l Dru-n H -i tir-f ^ 


DATE: 0-5-30-2007 

CLASSIFIED BY 6S179/M5H/ESR/RW 

REASON: 1.4 

DECLASSIFY ON: 05-30-2032 

bl 
b7A 


(U) 


INTELLIGENC E OVERS IGHT BOARD 
MATTER 2006-1 


b2 


D /.! 


DZ 


Synopsis: LSO It is the opinion of the Office of the General 

Counsel (OGC) x that this matter must be reported to the 
Intelligence Oversight Board <IOB) . OGC will prepare and deliver 
the necessary correspondence to the IOB. 

X 



Reference : 


(U) 


on: 2031: 

278 -HQ-C1229736-VIO Serial 1 381 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: The referenced electronic communication (EC) from 

the Electitonic Communications Analysis Unit (ECAU) , dated 
05/19/2006, requested that OGC review the facts of the captioned 


b 6 

NSL VlO-1242 


OiG/DOJ REVIEW: 

FBI INVESTIGATE 
OiG DO-’ INVESTIGATION; 









To: Counterterrorism From: Office of the General Counsel 

Re: (U) 2 78 -HQ- Cl 2 2 9736-VIO, 12/19/2006 


matter and determine whether it warrants reporting to the IOB 
In our opinion, it does. Our analysis follows. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community {in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 


bl 

b2 

b7E 

b6 

b'7C 

b'7D 

b7_A 


NSL VIO-1243 




To : 
Re : 


Counterterrorism From: Office of the General Counsel 

(U) 278 -HQ-C1229736-VIO , 12/19/2006 


have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
( NSIG ) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 


(s: 

(U) 


(U) Under the Electronic Communications Privacy Act 
(ECPA) , the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG , NSLs are an authorized technique and may be issued in 
conformity with stat utory r-amiir a nj ents during a preliminary or 
full investigation. 


(U) 




Due to ina 
the confusion' between thej 
received NSL results for 


Hvprfpnt- -i /-"a 1 


s -i-ynv . based on 
FBI HQ 

way not relevant 


bl 


b7A 


■ an HiBai — auuiess — luu L 

to an authorized counterterrorism investigation. Therefore, the 
issuance of the NSL was neither authorized by law nor by the 
NSIG . Upon realizing the error, the analyst immediately notified 
his supervisor and took the proper steps to sequester the 
information. Nothing from the original NSL results was uploaded 
into the FBI computer systems, nor was any investigative action 
taken based on the NSL results. However, due to the fact that 
there was an unauthorized collection, we must report this to the 
IOB. 
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IT 


To: Counterterrorism From: Office of the General Counsel 

Re: (U) 278 -HQ-C122 973 6 -VIO, 12/19/2006 


LEAD (s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) ECAU should contact the carrier and ask whether the 
improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2; (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 




AT 



(U) Read and clear. 

Set Lead 4: (Info) 

OPERATIONAL TECHNOLOGY 
AT WASHINGTON. DC 
(U) Read and clear. 

CC : Ms. Thomas ^ g 

b7C 

lui) ninrary 1 


♦♦ 


SEC^>E(T 
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December 19, 2006 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17 th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 


DECLASSIFIED BY 6S179/DJ5H/ESP./RW 
OK 05-31-2007 


Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006- 1 | (U) 


The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 


Enclosure 



SECRET 


NSL VIO-1246 



Mr. Stephen Friedman 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. James Baker 

Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


SE 


1/10-1247 



b2 

b7E 

bb 

b7C 

b7D 

b 7 A 


(Si 


b7j 


I NTELL I r. FWfR nvKB.qiami 


(U) 


1UB MATTER 2UU 


BOARD (I OB) 
DI VISIO N 
^](U) 


MATTER 


b7E 



The Electronic Communications Analysis Unit (ECAU) of 
the Federal Bureau of Investigation (FBI) reported a potential 
IOB involving a National Security Letter (NSL) requested by ECAU 
which, through a transcription error, sought information about an 
email address belonging to a person who was not the subject of an 
FBI national security investigation. 


(S )/ 


/ Upon realizing the 
error, the analyst immediately notitied his supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on the NSL results. 


(U) 


Due to 


i nariirorl-Qnt- £ 3 n-i^i-rv a i-.>i 3 


Q V" 


based on the 
FBIHQ received 


confusion betweer 

NSL results for an email address tnat was not relevant to a 
counterterrorism investigation. Therefore, the issuance of the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection ( NSIG ) . Due to the fact that there was 
an unauthorized collection, the error is a reportable matter 
under Section 2.4 of Executive Order 12863. 


(C) 



Pffii 05-31-2007 

CLASSIFIES BY 6517S,-rCH/K3R/RW 

REASON: 1.4 (?) 

DECLASSIFY OH:- 05-31-2032 


<S) 

bl 
b 6 
b7C 
b 7 D 
D / A 


ALL IBFCRHATICH CONTAINED 
HERE IB IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


^ "NSL VIO-1248 





(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: 


Inspection 

Internal 

Contact : 


Inve stigations Section, 
CRS 1 


IPU, Room 3041 

] Ext -| | 


Approved By: 
Drafted By: 


Miller David la 




AT.L IWfORHkTION C0MTAIBEL- 
HEREIN IS-IJNCLASSmEI' 

DATE 05-31-2007 BY 55179/DHB/KSR/RW 


Case ID # : 


(U) 278 -HQ-C1229736 -VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRA CKING# 2 286 
OGC/IOB# 2006 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1387 

27 8 -HQ-C12 2 973 6 - VIO Serial 1955 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from Counterterrorism Division dated 05/19/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
indicative of a performance issue. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate . 


♦♦ 


NSL VIO-1249 





(Rev. 01-31-2003) 


(U) 


^S£SRET//20320117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Counterterrorism 


Date: 01/17/2007 

Attn: AD (Personal Attention) 


From: Inspection 

Internal Investigations Section, IPU. Room 30 41 
CRSl I Ext | _ 


Contact : 


Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 


Miller David Ian 




(U) 263-HQ-O-U - 654 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING^ 2 ^. 8 6 

OGC/IOB# 2006 


T>ECI.AS3IFIEE> BY &S179/UEH.'S£P, /RW 
OH 05-3G-2007 

b6 
b7C 


b( 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

x Derrved^Frog^j = - : --G-^^ 

DecXs t aisirf5rOn7 2tf3^0117_ 


Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1387 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 

2 7 8 - HQ-C122 973 6 -VIO Serial 1955 

Details: (U) Upon review of Counterterrorism Division's 

captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident . 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 , serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦♦ 


03 2 0117 
NSL VIO- 1250 




ll.S. Departme jf Justice 



Office of the Inspector General 


Washington, D.C. 20530 


DATE: 

January 26, 2007 

TO: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


All FBI INFOPHATIOTT CCHTATNED 

HEM IH IS WCLA3SIFIED 

f'A'XE a J -31-2007 BY 65173/I>KH/Kt;F./K3 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: 


OIG C omplaint No. 2007002573 
Subject! - 


FBI No. 


263-0-1-654" 


FBI CMS No. 2286 


b6 

b7C 

b2 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-1251 



OK- - INVESTIGATIONS DIVISION - Complaint Form 


OIG NO. 




Title: SSA 
Component: : FBI 
Mi. sc: 

Home : 

Phono : ( ) - 
Work: , , 


Date Received: 01/C4/2007 How Received: A 


Pay Plan: 
EOD Date: 



D . 0 . E 
Alien No 
F . 3 . I . No 
B . 0 . P . No 



SUBJECT : | 

Title : INTEL 
Component : FBI 

Mine: 

Hone : 

Phone: () - 

Work: — 

Phone : 


Pay Plan: 
EOD Date: 



COMPLAINANT: | 

Title: ATTY Pay Plan: 

Component: FBI EOD Date: 

Mi sc : 

Home : 

Phone: ZIP: 

Work: Office of the General Counsel 

National Security Law Branch/C JLU, Washington, DC 
Phone: ZIP: 

Confidential : Revealed: 


D . 0 . B . 
Alien No. 
F . B . I . No . 
3.0. P. No. 
D/L No. 
Offenses 


D.O.B. 

Alien No. 
F.B. I .No. 
B . 0 . P . No . 
D/L No. 


Authority: none 


Details: 

The FBI provided information regarding a potential IOB matter {2006- 

On April II, 2006, a National Security Letter (NSL) was issued requesting information 
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the 
field for service, it was learned that due to a typographical error, the target (listed in 
the NSL) had been misidentified and as a result was not connected with the investigation. 
Immediate steps were taken to sequester the information. 

-t is the opinion of the Office of tne General Counsel that this matter need not be repor'ed 
_ to. .the IOB. (d?) 

IT,,. CATIONS : 689 ZOB Violation 


3ccurrep.ce Date: 



JISPO.STTTON DATA: Disposition: M 


■fif erred to Agency: FBI 


Date: 01/25/2007 Approval: POWELL, GLENN G 

1 L- ' 


Date Sent: 01/25/2007 Component: FBI 


'at riot Act: N 
sensitive: N 


Civil Rights: N 
Whistleblower: n 


Component Number: 263-0-’u~654, 2236 


Consolidated Case Num.be 




BATE OS-06-2007 BY 65179/BHB/KSP./8SJ 


1 of 2 


n -i / 










01 G 


INVESTIGATIONS DIVISION 


Complaint Form 


OIG NO 


n 


689-2007-0025 / '3-M 


Serna rks : 

Predicating material contains classified information that will be maintained in a secure 
cor: I airier within OIG/INV/HQ. 

01 /26/07-Sent to Kaisar/FBI/INSD (dz) 


NSL VIO-1253 


Page 2 of 2 


n v- - 


„ ,j /li / O c / r\ 




I l>-%2 I Rev. 03-21-2005) 

SE^feT 

FEDERAL BUREAU OF INVESTIGATION 


b2 


(IT) 


<U) 


Precedence: ROUTINE 


Date: 05/18/2006 


To: Inspection 

General Counsel 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


From: | 

Squad 

Contact Sa| 


Approved By: 


ALL IHF0PHATI0K COMTAIHED 
HERF7H TS 1IJICI.&J5JSTFTED EXCEPT 
HIE EE 3HCWH OTHERWISE 


b2 

b7E 

b6 

b7C 


Drafted By: 


Case ID # : 
Title: (U) 


278' 



* 



1425 


BATE: 05-30-2007 
CLASSIFIED BY S$1?9/DKK/SKSR/R» 
PEAS OH: 1,4 (c,di 
DECLASSIFY ON: 05-30-2032 


INTELLIGENCE OVERSIGHT BOARD (I OB) ERROR 


<U> 


INTELLIGENCE OVERSIGHT 


Synopsis : 



To report possible IOB error. 


(U) 


bl 


X 




o a 













NSL VIO-1255 


cr tr tr tr tr tr 





To : 
Re: 


b.2 

b7E 


^Inspection From: 

278 -HQ-C1229736-VIO, 


05/18/2006 


LEAD ( s ) 


Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 


(U) For action deemed appropriate. 




(Rev 


iU) 

(D) 

(UJ 

(U) 

iU) 


[11-31 -2003) 


se^£et 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To: 


ROUTINE 


Date : 


12/28/2006 


Counterterrorism 
Inspect ion 


Attn : SAC 

CDC 

Attn: ITOS 1, CONUS 

Attn : IIS 


TEAM 13 


From : 


General Counsel / 

NSLB/Coun terterrorism Law Unit ai /t.vi 


b2 

b'7E 

b6 

b7C 


uc 


Contact : 

Approved By: Tho mas Jul 




i 


ALL IHFORH&TIQH COHTAIHED 
HERE Hi IS OTCLM31FIED EXCEPT 
WHERE SliOWIf OTHERWISE 


Drafted By: 
Case ID 


h nl 


Title : 


DATE: 85-31-2007 
CLASSIFIED BY 65179 /D33/KSP/RW 

27 8-HQ-C122 97 36-VIO"'^ (Pending) peas 03: 1.4 (e,d) 

(Cyj (Pending) DECLASSIFY OH: 05-31-2032 


2 7 8 T 


POSSIBLE IN TELLIGE NCE OVERSIGHT BOARD (IOB) 


MATTER 20064 


Synopsis: J2S\ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 



Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 


Reference: 278-HQ-C1229736-VIO Serial 1425 

Details : By e lect 

(cited below), 1 the 1 


ronic commun ication (EC) dated Mav 13 
Division^ 


2006 


(U) See EC from the 


. j Division to the Inspection Division 

an '-* General Counsel, dated May 18, 2006, Case ID# 278-HQ-C1229736-VIO Serial 
1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" hereinafter cited as 

se£^t 


b2 
b 


7E 


K 


CIG/DQJ REVIEW 1 
FBI INVESTIGATION: 
0IG/D0J INVESTIGATION: 


DATE: / 

'\j 


NSL VIO-1257 


b6 

b7( 








Ebfi^T 


(U) 


To: 

Re: 




SE' 


From: Gene/al Counsel 

27 8-KQ-C122 97 36-VIO, 12/28/2006 


b2 

b7E 


reported a pote ntial IOB Invol ving a National Security Letter 
(NSL) issued by | ( which, through an error on the part 

of the provider^ yielded cellular telephone subscriber 
information belonging to the wrong number, a number which was not 
the subject of an FBI national security investigation. 



bl 

b2 

b7E 

b-6 

b7C 

b7D 

b7A 


(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney ^2 

b7E 



NSL VIO-1258 




(U) 


SECh^El 


To: 

Re: 


b2 


From: General Counsel 

2 /b-H0-cj!229736-VIO, 12/28/2006 


(S) 


(S) 


(S) 


General's Guidelines"}, the implementation of which is mandated 
by Executive Order 12333. 

(U) '><’ As set forth in Section V.12 of the Attorney 

General's Guidelines, use of NSLs in conformity with 18 U.S.C. 
§2709 is authorized when certain rpr.orH.q are sought as part of ; 
1 18 U.S.C. §2709 authorizes 


the FBI to obtain certain subscriber and toll billing records 
from a wire communication service provider when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 


<U) 


X 


In this instance. 


nnrsnan 


to an authorized 
properly served an NSL 
requesting Itievani subscriber information and toll billing 
records from a wire communication service provider. In response 
to this properly served NSL, the provider erroneously provided 
subscriber information for an unrelated telephone number 
wan,. ant requested in the NSL and was not relevant to the 


[ contacted the provider, then shredded the inadvertently 
obtained information. 


bl 


DZ 

b7E 

bl 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB . A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 


(U) Since 


, . , | already contacted the provider 

and shredded the inadvertently obt ained material, t-hsrp is no 


longer a need for an action lead tcj 


b2 

b7E 



3 


NSL VIO-1259 






(U) 


To: 

Re: 



From: General Counsel 

278-HQ-C1229736-VIO, 12/28/2006 


LEAD (s) : 


Set 

Lead 1 : 

(Info) 





AT 






(U) For information. 


b.2 

b7E 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) For information. 


Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 


cc: Ms. Thomas 


IOB Library 


b6 

b7C 


♦♦ 




4 


NSL VIO-1260 




(Rev. 0 1 -3 1 -2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: Inspection 


Approved By ; 
Drafted By: 
Case ID #: 
Title: (U) 


Internal 

Invest) era tions Section. 

IPU, 

Room 3041 

Contact : 

CRS 


| Ext.| 




Miller David Ian^^^^ 

~1 

(Pending) 


(U) 278 -HQ-C1229736-VIO 


DECLASSIFIED BY B.Sl?3/DHH/K3R/Pi' 
UN 05-30-200? 06 

b7C 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 2 450 
OGC/IOB# 2006 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VI0 Serial 1425 

278-HQ-C1229736-VIO Serial 1971 

Details: (U) The Interna l Investigations Section (IIS) received 

an EC from [~~ | Division dated 05/18/2006, reporting a b2 

possible IOB error. Based upon a review of the referenced EC it y,-] 

is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦ ♦ 


NSL VIO-1261 





{Rev. 01-31-2003) 


^^ 5^/^2 0320117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To : 


Date: 01/17/2007 

Attn: SAC (Personal Attention) 


From: Inspection 



797t>EH/ESE/P-¥ 


Case ID #: 


(U) 263 -HQ- 0 -U - 657 (Pending) 


Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 2 450 
OGC/IOB# 2006 


] 


b7E 

b6 

b7C 


<U) 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1425 


Reference: (U) 278-HQ-C1229736-VIO Serial 1425 

278-HQ-C1229736-VIO Serial 1971 


JDivision's captioned 


Details: (U) Upon review of 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b7E 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78 -HQ -Cl 2 29 73 6 , serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦♦ 


SEp^^/20320117 
^ ^ NSL VIO-1262 






U.S. Departme. of Justice 

Office of the Inspector General 



D C 20530 


DATE: January 26, 2007 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM: 


SUBJECT: 


Glenn G. Powell 
Special Agent in Charge 
Investigations Division 


ALL FBI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 05-31-2007 Jr-Y 6S179 /SHH/KSR/RW 

b6 

b"7C 


OIG Complaint No. 2007002578 


Subject 


FBI No. 26J-U-U-6S7" 
FBI CMS No. 2450 


b2 
b7 E 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 


I ) This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in a ll 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-1263 





COMPLAINANT 
Title: DDl'R 
Component: FBI 
Misc: 

Heme : 

Phone: { ) ” 

Work: , 

Phone : 

Confidential : 


Pay Plan.: 
EOD Date: 


ZIP: 
Revealed : 



SSNO 
D.O. B. 
Alien No. 
F . B . I . No . 
B . O . P . No . 
D/L No. 


Authority: none 


Deta i Is : 

T he FBI provided information regarding a potential IOB matter (2006- 


b'l 

b r /A 


I / a national security tetter OmiJLj was served to oEtain information relative to the 1 

ongoing investigation. The information that was provided to the FBI was of another 
individual who was not the subject of the investigation. Upon discovering the FBI had been 
provided the wrong Information, steps were taken to obtain the information pertaining to the 
correct individual. The information sent in error, of which none was uploaded into FBI 
databases, was shredded. 


-i- 21 if- opinion of ..he Office of the General Counsel that this matter need not be reserved 
_t£_tlie - _I^B_ ; __|d2j___ j 

vL.-'EGATIONS : 68 9 IOB Violation 

iccur rence Date: TIM 17 :. ko 



'TSPObITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 


eferred to Agency: FBI 
atriot. Act: n Civ 


Date Sent: 01/25/2007 Component: FBI 


Civil Riohti 


ensi tive : N 


Whistleblower: N 


Component Number: 263-0-U-657 , 2450 

Consolidated Case Number: 


DATE : 06 - 06 - 200 ? 

FBI IHF0. 

NSh.MK3fli64Y 6si79/i>m/KSR/M 
PEAS 0S: 1.4 (cj 
DECLASSIFY DM: 06-06-2032 


I’aac 1 o f ?. 


p ^ ^ 4_ ^ ,g n I /ht /Dho-1 









OIG - INVESTIGATIONS DIVISION - Comoiaint Form 


OIG NO.: 68 9-2007 -00257 8-M 


Rnir.j r ks : 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/TNV/HQ. 

0 L /2 6/07 -Sent to Kaiser/FESI /IN3D. (dzj 



NSL VIO-1265 


} of 2 


r> v- 


n -i 


HJ-%2 (Rev. 03-21-2005) 


SECReJ^T^O 3 1 0 62 7 

FEDERAL BUREAU OF INVESTIGATION 


(U) 


(U) 

<U> 


Precedence : 
To: 


ROUTINE 


Date : 


06/27/2006 


Inspection 
General Counsel 


Attn : 115, Room .1 1 R 6 

Attn : N SLB , Ro om 7 97 5 


b 6 


From : 


b7C 

b2 

b'7E 


Tm 

Contact : 


SA 


Approved By: 
Drafted By: 
Case ID # : 
Title: (U) 


Synopsis : 




All sattsak™ comBisi? 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


X 


278-HQ-C1229736-VIO 

I v l.b’vpl 


SA 
SSA 

INTELLIGENCE OVERSIGHT board (IOB) ERROR 
To report possible TOB error. 


DATE: 05-30-2007 

CLASSIFIED BY S5179/DMH/KSP./P.U 

SEASON! 1.4 (e) 

DECLASSIFY Qlf: 05-30-2032 


Details : 



! S ) 

1 . 

(U) 

(S) 

2 . 

X 

3 . 

(S) 

(HI 

X 

4 . 



delays ) . 


(U) 


Description of IOB Error (including any reporting 

XC 


On 03/01/2006 


prepared a National Security , 0 
Letter (NSL #1 ) directed to a large telecommunications company - D/ - 

requesting subscriber, toll and billing records for a telephone b7E 
number believed to belong to above listed individual. NSL #1 was 
prepared according to the then-current PATRIOT Act provisions, and 
contained the then-current non-disclosure warning. NSL #1 was 
approved and transmitted to another field office for service. 
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(U) 
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Re:--- 


(U) 


b7 


(U) 


Inspection From: 

Xf 276-HQ-C1229736- 


V.IO, 06/27/2006 


On or about 03/13/2006, and after the transmittal of 
iNnn #1 to' the other field office, but before it was served, the 
PATRIOT Act was revised, changing, among other things, the law 
rpna rd i ng the non-di sc lo sure procedures for NSLs. Or. 03/13/2006, 

teiephonical ly notified the other field office not to serve 

complying with the revised Act with 
was prepared for the same 


NSL #1, and a new NSL (NSL #2) 
a new non-disciosure provision 


information . 
field office 


NSL #2 was 
for service, 


approved and transmitted to the other 


(U) 


X 


On 03/21/2006, the other field office mistakenly 
served NSL #1 on the telecommunications provider. NSL #2 was 
served on 03/28/2006. On 05/24/2006, the telecommunications 
provider responded to NSL #1, providing subscriber information on 
the telephone number, but noted that it had received NSL #2 for the 
same telephone number, and indicated that it would provide toll and 
billing records in its response to NSL #2. 



became aware of the issue upon receiving the 
information regarding the response to NSL #1 on 06/20/2006. The 
response to NSL #1 has been sequestered. 
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(U) To: inspection From: 

Re : (30 27 8-HQ-C 122 97 36-VIO, 0 6/ 2 7/2 00 6 


LEAD (s) : 


Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action, deemed appropriate. 


♦ ♦ 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 


Date: 12/19/2006 




r 

b7E 

Attn: 

saL 

b6 


SSA 

hTf 

W 1 


CDC 

Attn: 

IIS 

CRS 



Precedence : ROUTINE , ^ 

o 

kj *L> 

To: b’7E Atti 

b6 
b7 C 

Inspection ^ ' “ Atti 

From: Office of the General Counsel 

NSLB/ CIL U/Room 7947 

Contact: 

Approved By: Thomas Julie 

Drafted By: 


Drafted By: | ^ nT'. DATE; 05 -31-2007 

cr CLASSIFIED BY 6517?/BffiI/K3R/HE[ 

Case ID #: (U) 2 78 -HQ- C122 973 6 - VICK' V (Pending ) KSA30H: 1.4 (c) 

DECLASSIFY OH: 05-3.1-203-2 

Title: (U) INTELLIGENC E OVER SIGHT BOARD 

MATTER 20061 H 


ALL IHF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


Synopsis: CS 1 It is the opinion of the Office of the General 

Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB) . A copy of this opinion 
should be retained in the control file for review by the Counsel 
to the IOB. 


Derivec 

Declasf 


Sources 


Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 


Details ; The referenced el ectronic communication (EC) from 

th j | Pivision | j dated 06/27/2006, requested that 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 


0 ! G/D0J REVIEW: 

F3i INVESTIGATION: 7 
CIG/DOJ INVESTIGATION: 


DA T & { V 
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m 


(U) 


(U) 


(U) 


To; 
Re : 



(U) 


[From: Office of 'the General Counsel 

2 78- HQ - C 1 2 2 9 7 3 6 - VI 0 , 12/19/2006 


b2 

b7E 



On 03/01/2006 


p repared a National Security 
Letter (NSL #1) for the subscriber, toll , and billing 3 j-nnr- , -r-an — fnr 

a bei enVinriP nnmhpr hpl i pvpH 


b2 

b7E 

bl 

b7A 


tn hel nng to the subject oi 

This NSL was prepared Hi 


-aucuiuant’e wiui me usa patkiui alt 
appropriate non-disclosure warning, 
another field office for service. 


of 2001 and contained the 
NSL #1 was transmitted to 


iX 


On 03/09/2006, after NSL #1 had been sent to the 
other field office for service but before it was served, the 
President signed the USA PATRIOT Improvement and Reauthorization 
Act of 2005 {USA PATRIOT IRA) which, among other things, changed 
the non-disclosure procedures for NSLs . 


03/13/2006 






learning of the change in the law, on 


conta cted the other field office and told them 
_ Jprepared a new NSL (NSL #2) for the 


not to serve NSL #1 | 
same information. NSL #2 included the non-disclosure procedures 
set forth in the USA PATRIOT IRA. NSL #2 was transmitted to the 
other field office for service. 


b2 

b7E 


X 


On 03/21/2006, the other field office mistakenly 
served NSb #l7 NSL #2 was served on 03/28/2006. 


X 


On 05/24/2006, the telecommunications provider 
responded x to 'lISL #1 by providing subscriber information. The 
provider noted that it had received NSL #2 for the same telephone 
number and indicated that it would provide toll and billing 
records In its response to NSL #2. 


sequestered the information provided in 

response 'to 'ftfSL #1 upon receipt on 06/20/200 6. 


b7E 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of the Attorney General Guidelines for 
National Security Investigations and Foreign Intelligence 
Collection ( NSIG ) or other guidelines or regulations approved by 
the Attorney General in accordance with E.O. 12333, dated 
12/04/1981, if such provision was designed in full or in part to 



NSL VIO-1270 







Sli^ET 


from: Office of the General Counsel 

(U) 2 78 -HQ- C12 2 9736 - VIO , 12/19/2006 


ensure the protection of the individual rights. Violations of 
provisions that are merely administrative in nature need not be 
reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA) , the FBI may seek telephone and email communication 
records from telephone companies and internet service providers. 
18 U.S.C. § 2709. Moreover, under the NSIG , NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirements rjiiring a preliminary or full bl 

investigation. 

Here, during an authorized investigation, 1 the FBI 
properly served two (2) NSLs on a telecommunications provider. 

Due to a change in the USA PATRIOT Act, the non-disclosure 
provisions of these two NSLs were different. However, the 
language of the non-disclosure provisions does not effect the 
legality of the NSL . Both NSL #1 and NSL #2 were properly and 
legally served under an authorized investigation. Therefore, the 
FBI has not violated the law and is permitted to keep and use the 
information provided in response to both of these NSLs. 

Based upon these facts, in accordance with the 
reporting requirements of Section 2.4 of EO 12863, it is our 
opinion that this error is not reportable to the IOB. 
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To: 
Re : 


|From: Office of the General Counsel 

TUl 278-HQ-C1229736-VIO, 12/19/2006 


LEAD ( s ) : 

Set Lead 1: (Info) 



(U) Read and clear. 

Set Lead 2 : (Action) 


b2 

b7E 


INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

CC : Ms . Thomas 

b6 

fa 7 

IOB Library 


♦♦ 
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(Rev. 01-31-2003) 



S2®g &£// 2 0 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To : 


ROUTINE 


Date: 01/17/2007 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal TnvegHriaHnng .Cj^r-t- -j nn 

Contact: CRS 


PU, Room 304 1 
Ext .1 


Approved By: Miller David Ia< 

Drafted By: 


Case ID #: 
Title: (U) 


(U) 2 63 -HQ- 0 -U 


nm.ASSIFIEt- BY 65179/DHH 

/KSE/RTir 

b2 

OK 05-30*2007 


b7E 



b6 

(Pending) 


b7C 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 2 480 


OGC/IOB# 2006 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



I^cJIasaiLy^On: 2113-211117^ 


( T - T i Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1469 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

278-HQ-C1229736-VIO Serial 1980 


Details: (U) Upon review oi 


Division's captioned report 


of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78 -HQ- Cl 2 2 97 3 6 , serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 
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U.S. Departmei A Justice 



Office of the Inspector General 


Washington. DC. ~ 0530 


DATE: January 29, 2007 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI 2JJFORHATION CCHTAIHED 

HEFJ.IW IS UNCLASSIFIED 

LATE 05-31-2007 BY t..5173/I’tH,-K3B/RW 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: 


OIG Complaint No. 2007002605 


FBI No. 263-0-U-659 
FBI CMS No. 2480 



b6 

b7C 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 
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OI G “ 

INVESTIGATIONS DIVISION - 

Complaint Form 

OIG NO. 

□ 

689-2007- 0 02605 -M 

Rene i \ 

./ed Ry: 


Date Received: 

01/04/200' 

7 

How Received: A 


SUBJECT: 




SSNO: 


Title: Sj 

\ 

Pay Plan: 


D . 0 . B . : 



Compor.uni: : FBI 

Mi sc: 

Home : 

Phene : 

Work : 

Phone : 


EOD Date 


ZIP 

ZIP 


Alien No. 
F . B . I . No . 
B.O. P.Nc . 
D/L No. 
Offenses 


689 


b2 
b6 
D / 0- 


SUBJECT : 

Title: SSA 
Component : FBI 
Mine : 

Homo : 

Phone? : 


Pay Plan: 
EOD Date: 




ZIP: 


SSNO 
D . 0 . B . 
Alien No. 
F. B. I .No. 
B.O. P. No. 
D/L No. 


wo r :< : 
Phone : 


uirenses: osy 

ZIP: 

COMF1. A LNANT : 

rn : i 1 ntinu; 


SSNO: 

n ^ . m m 


Component: FBI 


EOD Date : 


Alien No . : 


M .i s r. : 

Hone : 

Phone: ZIP: 

Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phono: ZIP: 

Con C i dent iai : Revealed : 


F.B.l.No. : 
B.O. P. No. : 
D/L No. : 


Authority: none 


Del; a 1 ] s : 

The FBI provided information regarding a potential JOB matter (2006 


b2 

b7E 


On March 1, 2006 
transmitted it t 


FBI prepared the first National Security Letter (NSL) and 
"o another’ field office for service. On March 9, 2006, the USA PATRIOT 
Improvement and Reauthorization Act of 2005, which changed the non-disclosure procedures for 
NSLs, was signed. On March 13, 2006, the field office is contacted and advised not to serve 
NSL #1;NSL #2 is prepared and transmitted to the field office for service. 

NSL #1 was mistakenly served on March 21, 2006; NSL #2 was served on March 28, 2006. The 
FBI received a response to NSL #1; the information was sequestered upon receipt or. June 20, 
2006. 

It is the opinion of the Office of the General Counsel that this matter need not be recorr.ee 
to the I OB . {dz) 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 

CITY : 1 




TIME: 
State :| 


Zip: 


DISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: B'Bi 

Patriot Act : n Civl^ Rights: n Component Number: /b.j-t 

Sens: rive: N Whistleblower: N : 

A LI FBI INFORMATION COOTAIaEB 

HEREIN IS OTCllASSIFlED 

DATE 06-06-2007 BY 65179/DI1H/KSR/RW 


GLENN G 


!, 248C 




1 -c o 











b2 

O IG - 1 NVK.STICATIONS DIVISION - Complaint Form OIG NO. •689-2Q07-C026C5-M 

R' :r i r k:-i : 

?tedi c.ir.ir.g material contains classified information that will be maintained in a secure 
container within OiG/INV/HQ. 

01/29/07-Sent to Kaiser /FBI /INSD. (dz) 
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-j 2 (Rev. 03-21-2005) 


SECRET 

FEDERAL BUREAU OF INVESTIGATION 


(U) 


Pr ec edenc e : ROUT I NE 

To : Inspection 

General Counsel 


Date: 07/05/2006 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


From: 


Squad 1 
Contact: CDcf 


Approved By: 

Drafted By: £ 

\ 

Case ID--#-: ■■( 


2 7 8 -HQ- y 12 2 9736 -VIO 


Title: (U) TFjQ. 

saT 



ALL 1HF0PJSA7I OH CONTAINED 
HERglH IS UNCLASSIFIED EXCEPT 
NHEPE SHOW) Cri'HERMISE 

DATE : 05-31-2007 
CLASSIFIED BY •65179/DMH/KSR/SSr 
i FEASOR: i.4 (c,d) 

DECLASSIFY ON: 05-31-2032 


Synopsis : 


INTELLIGENCE OVERSIGHT BOARD {IOB) ERROR 

To detail verbally reported possible IOB error . 


DerTx 

Decls 


■jom^ 

fy65T 



Details : 

r 


(S) 

i . 


(S) 

2 . 

(U) 

X 

3 . 

(U) 

■ 

X 

(U) - 

K> 

4 . 
(S)f 



.) 3. Possible IOB Error: 


v\ ; « i-uiu. ui execuronic surveillance or a sea: 

/ \ without probable cause. 

X 4 ‘ Description of IOB Error (including any reporting del; 


<s> 

SiC. ULajULsuC J 


•mmit 

-?4oi|crj T b6 

b7C 


SEJxCeT 
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tr tr 



As directed, all hard copy information concerning that e-mail 
address has been destroyed and removed from all FBl| 

computers. One compact disk containing all filesl I relati no 

0 to the e-mail address was forwarded to SSAl tof [TOS I 

CONUS II. ' 

b7E 

b6 
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(Rev, 01-31-2003) 


SECRET/ /NOFORN 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date : 

12/22/2006 

To: 

1 

. ' 

b7E 

Attn : 

SAC 

CDC 

Count ert error i sm 

b6 

b7C 

Attn: 

ITOS 1, CONUS 2, TEAM 

Inspection 

Attn: 

tto 

all immViTicm cohtaihe p 


From: Office of the General Counsel 

NSLB/CTLU1/ LX1 Room 3S119 

Contact: UC 

Approved By: Thomas Julie imr 


Drafted By: j 

Case ID #: 
Title: 


^ 

278-HQ-C1229736-VIO'^fPending) 

INTELLIGENC E OVERSI GHT BOARD 
MATTER 20061 1 


herein is unclassified except 
WHERE SHOW OTHERWISE 


DATE: 05-31 -2007 

CLASSIFIED BV ' 65172, I'HH/KSP./RW 

REASON; 1.4 <c,d) 

DECIASSIF? OH: 05-31-2032 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) . OGC will prepare and 
deliver the necessary correspondence to the IOB. 


Reference 


! X 


Deri ved- From : G-3 

Decla^sib^Om "2U3il^22^ 

278 -HQ-C1229736-VIO serial 1490 


Administrative: This document contains information obtained or 

derived frefr; an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act ("FISA"), 50 U.S.C. 
Section 1806(b). Such information shall not be used in any criminal 
or administrative proceeding, including grand jury proceedings and 
warrant affidavits, without the prior written approval of the 
Attorney General of the United States. U.S. Person FISA derived 
information may not be disseminated to a foreign government without 
the prior written approval of the Attorney General of the United 
States . 


OSG/DOJ REVIEW; 

FBI INVESTIGATION: 
OiGiDQJ INVESTIGATION: 


SEC*CST//NOFORN 


DATE: / - V ' 


NSL VIO-1280 






To: 

Re: 


|From : 

278 -B0-C12 2 973 6-VIO, 


SE^E^//NOFORN 

Office of the General Counsel 
12 / 22 / 200 6 


b'2 

b7E 


(U) 


Details: x The referenced serial from) J 

requested that OGC review the facts of the captioned matter 
and determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is required to report 
this matter to the IOB. 



(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board .{IOB) 


SE 


C^^f/NOFORN 

2 


NSL VIO-1281 





SECKM7/NOFOR3J 


b2 

b7E 


To: 
Re : 


From: Office of the General Counsel 

T7FT?FC122 9736-VIO, 12/22/2006 


and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ( NSIG ) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 


(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
bl potential IOB matters. 


1SI 


(U) 


2C 


In this situation, the FBI and OIPR 
inadvertently' included an email account not associated with 
the FBI subject in a FISA application. This resulted in 
court-ordered electronic surveillance and physical search of 
an email facility that was not associated with the FBI 
subject, in violation of the NSIG. This incident must be 
reported to the IOB. In accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, OGC will 


3^2^T// 


T//NOFORN 


NSL VIO-1282 



;CRET/ /NOPORK 


To: 

Re: 


| From: 

278-HQ-C 122973 6 -VIO, 


Office of the General Counsel 
12/22/2006 


b 


prepare a cover letter and a memorandum to report this matter 
to the IOB . 


(u: ' '^ : rsC Because the inadvertently captured information 

has already been collected, sequestered, sealed and delivered 
to CTD, ITOS1, there is no action lead to the field. If not 
already done, CTD, ITOS1 should ensure that all inadvertently 
captured information is delivered to OIPR for appropriate 
disposition by the FISC. 




OFORN 


NSL VIO-1283 



To: 

Re: 


1 From: 

278-HQ-C1229736-VIO, 




SECRE2V/N0F0RN 


Office of the General Counsel 
12/22/2006 


LEAD (s) : 

Set Lead Is (Info) 



(U) For information. 


b2 

b7E 


Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) The FBIHQ substantive unit should ensure that 
all inadvertently captured information is delivered to OIPR 
for appropriate disposition by the FISC. 


Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) For action deemed appropriate. 


cc : Ms . Thomas 


I OB Library 


b6 

b7C 


♦♦ 




SECRET/ NOFORN 
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December 22, 2006 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17 ch Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 


memo 

2006 


The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 



Enclosed for your information is a self-explanatory 
L_entitled "Intelligence Oversight Board Matter 
\ (U) 


DECLASSIFIED BY 6Si79/t'MH^K5P./F® 
OK 05-31-2007 


s: 


NSL VIO-1285 



SEC. 


Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


NSL VIO-1286 






INTEL LIGENCE OVERSIGH T BOARD (IOB) MATTER D Oh 

I I fie-ld_qe.fi CE 

IOB MATTER 2006 | |(U) 

By electronic communicati on dated July 5 , 2006, 
the Federal Bureau of Investigation (FBI j ~| Field 

Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in court- 
ordered electronic surveillance and physical search of an email 
facility that was not associated with the FBI subject. The 
inadvertently intercepted material was sequestered and will be 
filed with the Foreign Intelligence Surveillance Court. 


| me cburc -ordered electronic surveillance and physical 
-sKdiuii uL an email facility that was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB . 


OATS: 07-05-200? 

CLASSIFIED BY 65179 d*th /I: 
FEASOH: 1.4 (i) 

DECLASSIFY Oil: 07-05-2032 



ALL IMFL'PJLATIOH CONTAINED 

herein is unclassified except 

WHERE SHOOT OTHERWISE 




(Rev. 01-31-2(103) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: 


Inspection 

Internal 

Contact : 


Inve stigations Section. 
CRS 


-JPU, 

I Ext | 


Room 3041 

=1 


Approved By: 
Drafted By: 


Miller David 





AU TSF0PJKATI0H CCTSTAIWEl 

HEREIN IS UNCLASSIFIED 

DATE 0S-31-2007 BY 6S1?9/I’HH/KSP,/R« 


Case ID #: 
Title: (U) 


(U) 278-HQ-C1229736 -VIO (Pending) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KTNGtf ^ 492 
OGC/IOB# 2006 


b 7 C 
b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( I OB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278 -HQ-C122 973 6 -VIO Serial 1490 

2 78 -HQ-C122 973 6 -VIO Serial 1974 


Details: pJL) The Internal Investigations Section (IIS) received 

an EC from [Division dated 07/05/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


b7E 


♦♦ 


NSL VIO-1288 






(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/17/2007 


To : 


Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section, IPU, Room 30 41 


CRS[ 


Contact: 

Approved By: Miller David Ian 

Drafted By: 


Ext 


V 


Case ID #: 


(U) 263-HQ-O-U - 661 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2492 
OGC/IOB# 2 006 - j 


b2 

b7E 

b6 

b'7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1490 


Reference : 


(U) 278 -HQ-C1229736-VIO Serial 1490 

2 7 8 - HQ- C122 973 6 -VI O Serial 1974 


Details: (U) Upon review of 


Division' s captioned 


b7E 


report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278 -HQ-C122 9736 , serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


DECLASSIFIES BY 65179/SHH/KSF./EU 
DK 05-31-2007 


SESgET//2Q320117 
^ \ NSL VIO-1289 







U.S. Department i' Justice 



Office of the Inspector General 


Washington, DC. 2(>SM 


DATE: January 29, 2007 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


All, FBI INFO RHATI Oft GDNTAIMED 

HEREIN 15 IHlCLASSIFieD 

DATE Q5-3X-2007 BY 65179 /3>HK/KSP,/R¥ 


FROM: 

Glenn G. Powell 



Special Agent in Charge 
Investigations Division 

b6 

b7C 

SUBJECT: 

OIG Comnlaint No. 2007002615! 

b2 

Subject 

| b7E 


FBI No. 263-0-U-661 



FBI CMS No. 2492 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-1290 




01 G - INVESTIGATIONS DIVISION 

Complaint Form 

OIG NO. : 

L 

68 9-2007-0 02615 -K 

Received By: 


Date Received: 

01/04/2007 

How Received: A 


SUBJECT: 1 



. SSNO: 


Title; Si 

I Pay Plan: 

r 

D. 0. B. : 



Component : 


’BI 


EOD Date: 


Alien No. 


Mi sc : 
Home : 
Phone : 
Work : 
Phone : 


1 


!) - 7,1 P: 



f t 

I I ZIP: 


F . B . I . No . 
B.O. P.No. 
D/L No. 
Offenses 


689 


SUBJECT ;j 


Title: TFO 

Pay Plan: 

Component : USM 

EOD Date: 

Mi. sc: 


Home : 


Phone : 

Z.L&; 

Work : 1 1 

Phono : |" | 

ZIP: 


complainant! 
Tide: LEGAL 
Component: FBI 
Mine : 

House : I 
Phone: (} - 

Work: , 

? r i o : : e : 

Confidential : 


Pay Plan: 
EOD Date: 


Zip: 

Revealed: 


SSNO : 

D . 0 . B . : 
Alien No. : 

F . B . I . No . : 

B.O. P.No. : 

D/L No. : 
Offenses: 689 


b6 

b7( 

b2 


SSNO 
D.O.B. 
Alien No. 
F . B . 1 . No . 
B.O. P. No. 
D/L No. 


Authority: none 


Der.ai I s : 


<S) 


The FBI provided information regarding a potential IQB. matter (2006 


bl 
to 2 


and a National Security Letter (NSL) was issued. In response to the nsl, information 
associated with the target of the investigation was identified. However results from 
another NSL requesting information revealed that the information previously obtained did not 
1~ n ~hp . target. The information obtained was destroyed and removed from ail FBI 


computers , 


: I: is the opinion of the Office of the General Counsel that this matter need not be reported 
to hie 103. fdz) 


IT, LEGATIONS : 689 IOB Violation 

Occurrence Date: 

II TY : I 


TIME: 
State : 


Zi p: 


D/, 

b7E 


DISPOSITION DATA: Disposition: M 


Date: 01/26/200? 


Approval: POWELL, GLENN G 

‘ s 

deferred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 

ct.riot Act: n Civil Riqhts: N Component Number: 2 63-0-11- 66 J , 2492 

Sensitive: N Whistleblower: N Consolidated Case Number: 


PATE: 05-31-200? 

FBI I H70. 

NSL VlQtl&QtlED BY 65179 /DHH /KS3VRW 

PEASfiH: 1,4 (c) 

DECLASSIFY ON: 05-31-2032 


Page 1 of 2 


cr d 












O.LG - INVESTIGATIONS DIVISION - Complaint Form 


OIG NO. 


6 8 9-2007 -002 61 5 -M 


Rena r k s : 

Rrc-d i. t ing material contains classified information that will be ma intained in a secure 
container within OIG/1NV/HQ. 

01/25/07-Scnt to Kaiser/FBI/iNSD. (dz) 


NSL VIO-1292 


l l)-%2 (Rev. 03-21-2005) 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 07/07/2006 


.Attn: IIS, Room. 11851 

Attn: NSLB, Room 7975 


From: 


JTTF r 

Contact: TFO 


Approved By- 


Drafted By: | 
Case ID #: 



AIL INFORHATI OIJ CONTAINED 
HEREISI 13 UNCLASSIFIED EXCEPT 
ECHE5Z SHOW OTHERWISE 


278 -HQ -C122 973 6 - VIO 


I b OS 


Title: (U) TFO 

SSA 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 


date : cm oi 2007 

CLASSIFIED BY 6S179/DMH/KSF/MJ 

PEAS OH: 1.4 (c : ,d) 

DECLASSIFY OH: 05-31-2002 


Synopsi 


is : 


To report possible IOB error. 

Derl7sred-jy^ 

De c 1 a^eirfyoirr-Ot 1 










NSL VIO-1294 




se^t 


^ TO: ^Inspection From: 

Re: 278-HQ-C1229' 


Jfc-VlO, UV/U//2006 


LEAD (s) 


b2 

b7E 


Set Lead 1: {Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦ ♦ 



NSL VIO-1295 




(Rev. 01 -3 1 -2003) 



FEDERAL BUREAU OF INVESTIGATION 


(U) 


(U) 


at) 


(U) 

(U) 

(U) 


Precedence: ROUTINE 

b2 



Date: 12/20/2006 

To: 



b75 

b6 

Attn: 

SAC 

CDC 








Counterterrorism 

b7C 

Attn: 

ITOS 

1, CONUS 2, TEAM 6 


Inspection 



Attn: 

IIS 

ALL IJJFOKMATIOIJ rnilEAi: 
HERE IK 15 UKCLASSIF1E1' 

From: Office of the General 

Counsel 


IoEEFI SHOiJH 0TKERHISE 


NSLB / CTLU1 / LX 1 

Room 

3S1/9 




Contact : 


U T 


Thomas Julie 





Approved By- 
Drafted By; 

Case ID #s 278-HQ-C1229736-VIO'^{Pending) ON: 05-31-2032 




DATE: 05-31-2007 

CLASSIFIED BY 6S179/DHH/KSR/RW 

REA30H: 1.4 fc,di 


Title: 



INTELLIGENC E OVERS IGHT BOARD 
MATTER 2 0Q61 


Synopsis: XsY -*- t is the opinion of the Office of the General 
Counsel (oOC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 


X 



111220 ^ 

278-HQ-C1229736-VIO serial 1505 


Reference: 

Details: X The referenced serial froml 

that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 


b2 

b7E 


requested 


OIG/DOJ REVIEW; 

FBI INVESTIGATION, 

OIG/DOJ INVESTIGATION: 





DATE: i-f 


Y 




b6 
b 7 C 


NSL VIO-1296 









To : 
Re : 


b2 

b'7E 


JES^ET 


From: Office of the General Counsel 

2 78 -HQ-C1229736 -VIO , 12/20/2006 


ISi 


(S) 


bl 

b2 

b?E 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively} report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 



NSL VIO- 1298 


cr tr 



To: 
Re : 



From: Office of the General Counsel 

278-H0-C1229736-VIO, 12/20/2006 


b2 

b7E 


(U) 


<U) 


Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 



NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709). 

NSLs may be issued in confo rmity with stat- nt-mnr rpgn-irpmpni-g 
including 18 U.S.C. § 2709. 


X 


bl 


Here, during an authorized investigation, the 
FBI propebly N served an NSL on an electronic communications 
service provider requesting subscriber information. In 
response to the properly served NSL, the FBI inadvertently 
obtained information beyond the scope of the NSL (electronic 
communication transactional records) . FBIl --- ' | 

identified the problem, and properly sequestered tne 
electronic communication transactional records. - ■ 


b2 

b7E 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 


(U) | | should contact the electronic 

communications service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communicatio n transactio nal 
records can lawfully be obtained with an NSL | ~l may 

serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider . 


b2 

b7 



4 


NSL VIO-1299 





To: 
Re : 


IC^T 


SE^ 

From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 


LEAD { S ) : 


Set Lead 1: {Action) 


b2 

b7E 


AT 


<U) 

communications 


should contact the electronic 
beivice piovider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communication transactional 


pay 


records can lawfully be obtained with an NSL 
serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider . 


Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON , D . C . 
(U) For information. 


Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 


cc: Ms. Thomas Kg 

h7 

IOB Library 

♦♦ 



5 


NSL VIO-1300 






(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/12/2007 


To: General Counsel 


Attn: NSLB 


From: Inspection 

Internal Inve stigations Section. IPU, Room 3 041 

Contact! — — 


b6 

b7C 


CRS 


Ext 


Approved By: Miller David larr ALL rKFORKATIQH C0j 

! — , HEEEIH IS TJJtLASSU 

Drafted By: 


C0NTAIEED 
3IFIED 

DATE '€5-31-2007 BY 65179/DHH/KSR/Ri; 


Case ID #: 
Title: (U) 


(U) 2 78 -HQ -Cl 2 2 973 6 - VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2563 
OGC/IOB# 2006 1 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

Reference: (U) 278-HQ-C1229736-VIO Serial 1505 

278-HQ-C1229736-VIO Serial 1947 

Details: (U) Th e Internal Investigations Section (IIS) received 

an EC froT ^ l oivision dated 07/07/2006, reporting a b2 

possible IOB error. Based upon a review of the referenced EC it Jj7e 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 


NSL VIO-1301 





(Rev, 01-31-2003) 


SEC^ST/ 


/20320117 


FEDERAL BUREAU OF INVESTIGATION 


Precedences ROUTINE 


To : 


Date: 01/17/2007 

Attn: SAC (Personal Attention) 


From: Inspection 


Internal 

Investiaations Sect-inn. 

_IPU, 

Room 

Contact : 

CRS 

_] Ext 



Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 


Miller David Ian 


MXiASBIFIEB BY esnS/pffl/KSR/RW 
OH 05-31 -2Q0? 

b2 


(U) 2 S3 -HQ- 0 -U - 663 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/l IS TRAC KING# ^ 563 
OGC/IOB# 2006 


b7E 

b6 

b7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278 -HQ-C1229736-VIO Serial 1505 


Reference: (U) 278-HQ-C1229736-VIO Serial 1505 

2 78 -HQ- C12 2 973 6 -VIO Serial 1947 


Details: (U) Upon review of 


Division's captioned 


report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


V~\0 

jj 2 - 

b7E 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/ OGC EC, dated 11/16/2006 (278 -HQ-C122 973 6 , serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦♦ 


^E9RET//2 0320117 


NSL VIO-1302 





ILS. Departing ‘( Justice 



Office of the Inspector Oe.t; re! 


DATF: January 31, 2007 


Da.. u.i 


TO: 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI INFORMATION CONTAINED 

HEREIN IS IWC LAS3IFIED 

PATE 05-31-2007 BY 6517S/THE/KSR/RW 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Co innlaint No. 2007002641 

Subject: 

I i Division 

FBI No. 263-0-U-663 
CMS No. 2563 


b6 

b7C 

b2 

b7E 


We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Rcport/Refcrral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Re port/ Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W histleblower Protection Act. 


Attachment 


NSL VIO-1303 




OiG INVEST 

IGATIONS DIVISION - 

Complaint Form 

OIG NO. : 


689-2007-002641-M 

Received By: 


Date Received: 

01/04/2007 

How Received: A 


SUBJECT | | 

Title: TFO Pay Plan: 

Component: FBI EOD Date: 

M i s c : 

Home : 


Phone : 
Work ; — 


Phone : 


ZIP : 


ZIP: 


SUBJECT: 

Title: SSA 
Component : FBI 
M i. a c : 

Home : 

Phone 
Work : 

Phone 


Pay Plan 
EOD Date 




L- n - ZIP? 



ZIP : 


COMPLAINANT : | 

Title: SSA 
Component : FBI 

Mi sc: 

Home : 

Phone : { ) - 

Work: , 

Phone : 

Conf idential : 


Pay Plan: 
EOD Date : 


ZIP : | 

ZIP : 
Revealed : 


SSNO 


D . 0 . B . 

bb 

Alien No. 

b7C 

F.B. I. No. 


B . 0 . P . No . 

b2 

D/L No . 


Offenses 

689 


SSNO : 

D. 0. B . : 
Alien No.: 

F . B . I . No . : 

B . O . P . NO . : 

D/L No. : 
Offenses: 689 


SSNO 
D . 0 . 3 . 
Alien No. 
F.B . I .No . 
B . O. P . No . 
D/L No. 


Author-ty: none 


Details : 


Information received from FBI/I NSD repor ting a possible I0B matter involving improperly 
received information. IOB #2006p 


During an authorized investigation, the FBI properly served a National Security Letter (NSL) 

on an electronic communications provider for information regarding the target of the FBI 
investigation — , In response, the FBI obtained information beyond the scope of the NSL. The 


TBI\_ 


J- cououoc , rui ujjL.aj.ncu lllLUl met LIUU 

Division identified the problem and properly seque. 


gh prorl t- Vi ^ 


information. The Office of General Counsel (OGC) advised the FBI 
contact the electronic communications service provider and ask whether the improperly or 
unintentionally acquired information should be returned or destroyed with the appropriat. 
documentation to the file. 


stroyed 
.e . 

of the OGC that this matter need not be reported ~o the 


( lauthor ized 
division to 
roperly or 
appropriate 


LOB. 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 06/20/2006 
CITY:! 


b2 

■b7E 


TIME: 
State : 


Z ip : 


DISPOSITION DATA: Disposition: M 

Referred to Agency: 

Patriot Act: n Civil Rights: 

Sensitive: N Whistleblower: 


Date: 01/04/2007 


Approval : 


Date Sent: Component 
N Component Number 
N Consolidated Case Number 


POWELL, GLENN G 
FBI 

263-0-U-663, 2563 


^Il9oMMoJv CONTAINED 
HEREIN- 13 UNCLASSIFIED 
1 jAT£ 05-06-2007 BY 65179/I'HH/KSP./R¥ 


Dart 


■P o 













Remarks : 


i of the OIG database revealed additional matters involvingl |and| 

is a subject in five additional IOB matters (2006-009161-M, 200 7 -001245 - M . 
001248-M, 2007-001276-M and 2 0 0 7 - 0 02 62 0-M1 . T t should be noted that l l is 

a subject in 2007-002620 ■ M . Additionally J lis the subje ct in 2007-002620-M, 

i nvol ving j | 

Predicating material contains classified information that will be stored in a secure 
container within OIG/lNV/HQ. 


1/31/07 - Sent to AD Kaiser, FBI/INSD. (yht) 


NSL VIO-1305 


•n — 


->-c 


tr cr cr 


t D-‘)fi2 (Kcv. 03-21-2005) 


SEpI^BT 


FEDERAL BUREAU OF INVESTIGATION 


(U) ■■ 

(U) 

(U) 


Precedence: ROUTINE 

To; Inspection 

General Counsel 


Date: 07/10/2006 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


From: 


JTTF 

Contact: TFO 


b2 

b'7E 

b6 

b7C 


Approved By: 

Drafted By: 
Case ID #: 


rrr-r 


m.. 



ALL IWFOPHATIOjB CQHTAIKED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT? OTHERWISE 


2 78 -HQ - C 122 973 6- VI O — A£>0 6? 


Title: (U) TFO 

SSA 

INTELLIGENCE OVERSIGHT BOARD (I OB) ERROR 


Synopsis : X To report possible IOB error. 

X 



LATE: _ Q5-31-2UU7 

CLASSIFIED BY g5179,TTE3/KSR./RW 

PEAS0H; 1.4 ic,d) 

DECLASSIFY OH; 05-31-2032 












b7C 


(S) b2 

b7E 

b7A 



NSL VIO-1307 





3^!^RET 



Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


b2 

b7E 


♦♦ 



NSL VIO-1308 





b2 

b"/E 



12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 



NSL VIO-1309 






X./ f— ■ 

b7E 



To: 

Re: 


| From: Office of the General Counsel 

278-HQ-C1229736-VTO, 12/20/2006 


<U) 


(IT) 


(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 



NSLs are a specific type of investigative tool 
that allows tbe FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and toll billing records in the custody of wire 
communication service providers (Electronic Communications 
Privacy Act, 18 U.S.C. § 2709) . NSLs may be issued in 
confo rmity with statutory requirements. including 18 U.S. 
2709. 


y. 


H 


Here, during an authorized investigation, the 
FBI properly served an NSL on a wire communication service 
provider requesting subscriber information and toll billing 
records. In response to the properly served NSL, the FBI 
inadvertently obtained information beyond the scope of the NSL 
(toll billing records for a period of time not requested, and 
toll billing records in re spon££_to_a__rf quest for only 
subscriber information) . FBI 


identified the 


problem, and properly sequestered the toll billing records. 


bl 


b2 

b7E 



3 


NSL VIO-1310 




To: 

Re: 



| From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB . A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB . 


(U) | [should contact the wire communication 

service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billing records may lawfully be 
obtained with an NSL, | ~m av serve an NSL for the toll 

billing records if they relevant to the authorized 
investigation. 


b2 

b7E 



4 


NSL VIO-1311 



:t 


b2 


To: 
Re : 


From: 

27&-HQ-C1229736-VIO, 12/20/2006 


Office of the General Counsel 


b7E 


LEAD ( s ) ; 


Set Lead 1: (Action) 




AT 


(U) 

£ 


b2 


unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billin g records may lawfully be 
obtained with an NSL ] ~l may serve an NSL for the toll 

billing records if they relevant to the authorized 
investigation. 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 
(U) For information. 


Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 


cc: Ms. Thomas 


IOB Library 


♦♦ 


b6 

b7C 
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NSL VIO-1312 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: Inspection 


Internal 

Investioations Section. 

_IPU, 

Room 3041 

Contact: 

CRS 

J 1 



Approved By: 
Drafted By: 
Case ID #: 


Miller David Ian^ijaj//A 



Ail INFORMATION CONTAINED 

HEREIN IS UNC UNSIFTED 

PATE 05-31 2007 BY S5179/I»HK/KSR/RW 


(U) 27 8 - HQ -Cl 2 2 973 6 -VI O (Pending) 


b6 

b7C 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2 

INSD/IIS TRACKING# 2564 
OGC/IOB# 2 006-1 I 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security- 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1506 

2 78 -HQ-C122 973 6 - VIO Serial 1948 

Details: (U) The Inte rnal Investigations Section (IIS) received 

an EC fro m "i Division dated 07/10/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


b2 

b7l 


♦♦ 


NSL VIO-1313 





(Rev. 01-31-2003) 


S|ie^T//203 20117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Dates 01/17/2007 


To: 


Attn: SAC (Personal Attention) 


From: Inspection 


Internal 

I n ve s ticrations Section 

IPU, 

Room 3041 

Contact: 

CR9 


1 Ext l 




Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 


Miller David Ian 


DECLASSIFIED BY 6 5 .1 7 in / DHH /K3R / P-5T 


A 


051 OS-' 


-2007 


(U) 263-HQ-0-U - 664 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IJS TRACKING# 2564 
OGC/IOB# 200d 1 


b2 

b7E 

b6 

b'7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1506 


Reference: (U) 278 -HQ-C1229736-VIO Serial 1506 

278 -HQ-C122 9736 -VIO Serial 1948 


(U) Upon review oq 


Division' s captioned 


Details i 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b'7E 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278- HQ -C1229736, serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 


SE^T//20320117 
^ "" NSL VIO-1314 







U.S. Departme of Justice 



Office of the inspector ( ien. t.;! 


Wl’i.si li I IgtwH, i ).( . ■ ** * 

DATE: January 29, 2007 


TO: 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


AU FBI IWF0RHATIOK COI-nAIHED 

ilERElB 13 UHCIiASSI FTEB 

DATE 05-31-2007 BY S517S/MH/KSR/OT 


FROM: Glenn C. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG C omplaint No. 2007002620 

Subject 

Division 

FBI No. 263-0-U-664 
CMS No. 2564 


b6 

b'7C 

b2 

b7E 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required bv the 
OIG. 


This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Idciititving information may have been redacted from the attached OIG Report/Referral pursuant to tj 7 of the 
iG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-1315 



OIG 


INVESTIGATIONS DIVISION 


Complaint Form 


OIG NO. 


689-2007-002620 M 


SUBJECT | 

Title: TFO 
Component : FBI 
Misc : 

Home : 

Phone ; 

Work : I 


Pay Plan: 
EOD Date: 


D . 0 . B . 
Alien No. 

F . B . I . No . 
B.0.P.NO. 
D/L No. 
Offenses 



Phone : 


SUBJECT : 

Title: SSA 
Component : FBI 
MiSC : 


Home : | 
Phone : 
Work: 
Phone : 


COMPLAINANT: l_ 
Title: SSA 
Component : FBI 
Misc: 

Home ; 

Phone : l! 

Work : , 

Phone : 

Conf iderfn a ± : 


Pay Plan : 
EOD Date: 



Pay Plan: 
EOD Date : 



ZIP : 
Revealed : 


SSNO 
D.O. B. 
Alien No. 

F . B . I . No . 
B . 0 . P . No . 
D/L No. 
Offenses 


Alien No. 

F.B. I .No. 
B . O . P . No . 
D/L No. 

Authority : 




Details : 

information received from FBT/INE 
received information. 10B #2006 


'ting a possible IOB matter involving improperly 


During ar. authorized investigation, the FBI properly served a National Security Letter (i 
on a communications provider for information regarding the target of the FBI i n uest inarii 

In response, the FBI obtained information beyond the scope of the NSL . The FBl l 
Division identified the problem and properly s equestered th e unauthorized information. 
Office of General Counsel (OGC) advised the FBI | i Division to contact the 

communications service provider and ask whether the unauthorized information should be 
returned or destroyed with the appropriate documentation to the file. 


I'- is the opinion of the OGC that chi; 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 06/29/2006 i 


matter need not be reported to the IOB. 


DISPOSITION DATA: Disposition: M Date: 01/26/2004 Approval: POWELL, GLENN G 


Referred to Agency: 


Sensitive: N 


Civil Rights: n 
W histleblower: n 


Date Sent: Component: FBI 

N Component Number: 263-0-U-664, 2554 

N Consolidated Case Number: 


ALL IBt IMFQRKATI OU CONTAINED 1/10-1216 

HEREIN IS UNCLASSIFIED 

LATE 06-06-200? BY S5A79/DH&/KSR/EB 















OIG - INVESTIGATIONS DIVISION - Complaint Form 


OIG NO 


n 


689-2007-002620-M 


Remarks : 

A search of the OIG database revealed four additional potential I OB mattei 
(2006-009161 -M, 2 0 07 - 0012 45 -M , 20 07 - 0 0 124 8 -M and 2007 - 00 1276 -M) i nvo lving! 
well as, one add itional matter ( 2 005 - 0 0 14 65 -Ml involving! | and| 


Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 


1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht) 


NSL VIO-1317 


-J Ch 




FD-962 (Rev. 03-21-2005) 


SEk?jq3T 

FEDERAL BUREAU OF INVESTIGATION 5 


(U) 


(U) 


(TJ) 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date : 


07/18/2006 


From: 


squau 


Contact : 
Approved By: 


SA 


Wtn: IIS, Room 11861 

Attn: NSLB, Room 7976 

AIL INFORMATION CONTAINED 
HERE IB IS DWCLaSSIFIEC EXCEPT 
MESSE SHOWN OTHERWISE 




Drafted By: 

Case ID #: 

Title: (U) SA [ 

SSAl 




2 78 -HQ-C122 9736 -VI O ■ 






•9 




D Z 
b7E 
b6 
b7C 


iRSIGHI 


\ /INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 


Synopsis: /U^ To report possible IOB error. 


X 



DATE: 05-31-2007 

CLASSIFIED £Y 6 5 1 7 S /PMH/KSR/RW 

REASON: 1,4 ic,d; 

DECLASSIFY OH: 05-31 -2032 


bl 

b2 

b'7E 


b7A (s) 




3. Possible IOB Error: Pursuant to a National Security Letter, 
an Internet Service Provider provided information beyond what was 
requested. 


bl 

b7A 




(U) 


Description of IOB Error (including any reporting delays) , 

Pursuant to a National Security Letter, an Internet Service 
Provider provided information beyond what was requested. 

O n | J a Na tional Security Letter (NSL) was issued 

request, directing 


by th£ 


jDivision on SAf 


C5C. .UilW M 


J Qi\p X[0l 




b6 

b7C 


NSL VIO -1318 


b2 
b 7 E 
b6 
b7C 


' ^ ‘ Z C- 












LEAD (s) : 


ection From: | ] 

2 78 -HQ- C122 9736 - VIO , 07/18/2006 


Set Lead It (Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2s (Action) 

GENERAL COUNSEL 


AT WASHINGTON. DC 

(U) For action deemed appropriate. 



FEDERAL BUREAU OF INVESTIGATION 


(U) 

>:u) 

(U) 


(U) 

(U) 


(U) 


Precedence: ROUTINE 


Date: 12/20/2006 


To : 



b2 

Attn: 

SAC 



b 7 E 


CDC 



b6 



Counterterrorism 

b7C 

Attn: 

ITOS 1 

Inspection 


Attn: 

US al 


From: 


Office of the General Counsel 
NSLB/CTLU1/LX1 Room 3S119/ 


ITOS 1, CONUS 4, TEAM 16 


HERE IM IS OTCLA5SIF1E1’ EXCEPT 
'OEERE SHOW OTHEPHISE 


uc c 


Contact : 

Approved By: Thomas Julie F 

Drafted By: ~ 

Case ID #: X 
Title: 


1 



v v c 




DATE: 05-31-200? 

CLASSIFIED BY S5179/DHK-TSR/K3 
REAS OK: 1.4 M 


2 78 -HQ- C122 973 6 -VIcX( Pending) ***** ™ 
INTELLIGENCE OVERSIGHT BOARD 


MATTER 2006 


] 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB . Our analysis follows. 


Reference : 




278 -HQ-C122 9736- VIO serial 1548 


equested 


Details: The referenced serial from| 

that OGC beviXtf the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 


b2 

b7E 


OiG/DOJ REVIEW: ! 

FBI INVESTIGATION: . /> 

0 ! G/D0j INVESTIGATICMT 


DATE: 




n6 

b7C 


NSL VIO-1321 





To : 
Re: 



(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 



2 


NSL VIO-1322 


or tr 





,ET 


To: | From: Office of the General Counsel 

Re: 2 78 -HQ-C1229736-VIO, 12/20/2006 


b2 

b7E 


and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. . 


(U) 


(U) 


(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General’s Guidelines for FBI National Security 
investigations and Foreign Intelligence Collection (NSIG) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
nights are .generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request . The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


iX NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709) . 

NSLs may be issued in confo rmity with st.ati iliari^—requirements t 
including 18 U.S.C. § 2709. 1 ~ 



TS^ Here, during an authorized investigation, the 
FBI properly served an NSL on an electronic communications 
service provider requesting subscriber information and 
electronic communication transactional records . In response 
to the properly served NSL, the FBI inadvertently obtained 
information beyond the scope of the NSL (email content 


bl 



3 


NSL VIO- 1323 





To: 

Re: 


I From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 


information) . The FBI identified the problem, and properly b2 

sequestered the content information. b7E 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 


"jshould contact the electronic 
service provider and ask whether the improperly 


(U) 

communications" 

or unintentionally acquired information should be returned or 
destroyed with approp riate documentation to the file, and 
coordinate witfl 


accordingly. 



4 


NSL VIO-1324 





To : 
Re : 


T 



| From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 

LEAD ( s) : foo 

b7E 


Set Lead 1: (Action) 




at 1 



(U) | should contact the electronic 

communications service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with approp riate documentation to the file, and 
coordinate wit! accordingly. 


Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON. D.C. 
(U) For information. 


Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 


cc: Ms . Thomas 

IOB Library 


♦♦ 
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(Rev- 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal Investigations Section, IPIJ. Room 2 04 1 

Contact: CRS | 1 Ext \ 

Approved By: Miller David la 0 £*4 

Drafted By: | ‘ L 

Case ID # : (U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KINGS 2 5 79 
OGC/IOB# 2006 | 


b6 

b7C 

b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1548 

27 8-HQ-C12 29736 -VIO Serial 1949 

Details: (U) The I nternal Investigations Section (IIS) received 

an EC frorr (~ I Division dated 07/18/2006, reporting a 

possible IOB error . Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


ALL INFORHATTClN COKTAIHEP 

HEREIN IS UNCLASSIFIED 

DATE 0-5-31-2007 BY 65179/MO/KSR/R8 


NSL VIO-1326 


rr o" 




(Rev. 01-31-2003) 



£EI r 7V'2il320117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To : 


ROUTINE 


Attn I 


Date : 01/17/2007 

SAC (Personal Attention) 


From: 


Inspection 

Internal Inv estigations Sect.-ion. ^PU. Room 30 41 

Contact : 


CR3 


Ext 


Miller David Ian 




— i , 

DECLASSIFIED BY 651797 

Drafted. 

By: 

1 

ON 05-31-2007 

Case ID 

# : 

(U) 263 -HQ- 0 -U - 666 

(Pending) 

Title: 

(U) 

INTELLIGENCE OVERSIGHT 

BOARD MATTER 


INSD/I IS TRA CKING# 2 579 
OGC/IOB# 200^ 


b2 

b7E 

b6 

b7C 


(U> 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Decl^asairf^^On^r - 2'6-S3-QJJ/7_ 

(U) 278 -HQ- C12 2 973 6 -VIO Serial 1548 



Enclosure (s) : 
Reference: (U) 


278-HQ-C1229736-VIO Serial 1548 
2 78 -HQ- Cl 2 2 973 6 -VIO Serial 1949 


Details: (U) Upon review pivision's captioned report 

of a potential IOB violatioib US did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
( 2 7 8 -HQ- Cl 2 2 973 6 , serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


b2 

b7 


♦♦ 


S^Ef7/20320117 


NSL VIO- 13 27 






U.S. Depart im\ >1' Justice 



Office of tile Inspector < c::! 


DA I E: January 29, 2007 




!) ( . U) 


TO: 


FROM: 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 

Federal Bureau of Investigation all FBI ihfopjkatigk costathee 

HERE IS IS l.mCLASSIFIED 

BATE 35-31-200? BY 65179 /&HH/KSR/K9 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2007002617 b6 


Subject: 

1 


Division 

Fill No. 

263-0-U-666 

CMS 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required bv the 
OIG. 


! j This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORT ANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b> expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in ail 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
anti the Whistleblower Protection Act. 


Attachment 


NSL VIO-1328 



OIG - INVESTIGATIONS DIVISION - 

Complaint Form OIG NO. 

■ 

689-2007-002617 -M 

Received By: 


Date Received: 01/04/2007 How Received: A 

SUBJECT:! 

c 


1 

1 1 

1 SSNO : | | 


Title: SSA 
Component : FBI 
Misc : 


Pay Plan: 
EOD Date: 


Home : ^ 


Phone: {) - 

Work: , , 

Phone : I 


ZIP 

ZIP 


D . O . B . 
Alien No. 

F.B. I. No. 
B . 0 . P . No . 
D/L No. 
Offenses 


689 


b6 

b'7( 


SUBJECT 
Title: SA 
Component : FBI 
Mis c : 

Home : 


Pay Plan: 
EOD Date; 


Phoned T 
Work : 
Phone : 


ZIP: 

ZIP: 


SSNO 
D . 0 . B . 
Alien Mo. 

F . B . I . No . 
B . 0 . P . No . 
D/L No. 
Offenses 


689 


Details : 


The FBI provided information re port ing | a possible IOB matter involving information 
improperly received. IOB #2006 | 


Darina nr. authorized investigation, the FBI properly served a National Security Letter 

on an electronic communication service provider for information regarding the target of the 
FBI invest iaat ion . In response, the FBI obtained information beyond the scope of the NSL . 
The FBl l p ivision identified the problem and indicated that the excess informa 

will be removed from the stand-alone computer, sequestered and stored pending further 
determination. 


ion 


I; is the opinion of the Office of the General Counsel chat this matter need r 
to the IOB. 


not be reported 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 03/17/2006 
CITY ^ | 


TIME : 
State : 


Zip: 


b2 

b71 


DISPOSITION DATA: Disposition: 


M Date: 01/04/2007 Approval: POWELL, GLENN G 

7^ 

Component: FBI 


Referred to Agency: Date Sent: 

Patriot Act: n Civi.. Riahts: n Component Number: 263-0 -U-666, 2679 

Sensitive: N Whistleblower-, n Consolidated Case Number: 


Remarks : 


A search of the OIG database revealed another matter jny olv-inal 
involving! “ 1 


#2003-0087S-M: 


Predicating material contains classified information that will be stored in a secure 
container within OIG/iNV/HQ. 


1 


b6 

b7C 


1/29/07 - sent to AD Kaiser, FB1/INSD. (yht) 


NSL VIO-1329 

ALL FBT INFORMATION CDNTATMBX 

KEFL'IN IS 1WCLAS3IFIEL 

DATE -06-06-2007 BY 65179/&HB/K3R/K0 


Page 1 of 1 













' FO-962 (Rev. 03-21-2005) 


SECR&^72031091 1 

FEDERAL BUREAU OF INVESTIGATION j 


(U) 

<U) 

(U) 

(U) 


Date: 09/11/2006 

IIS, Room 11861 
NSLB, Room 7975 


From : | | 

CI-1 

Contact: SA 


Precedence: ROUTINE 

To: Inspection " Attn: 

General Counsel Attn: 


b2 

b7E 

b6 

b7C 


Approved By: 

Drafted By:£ 

Case ID #: 


278-HQ-C1229736-VIO 

1 






& 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXXEPT 
WHERE SHOWN OTHERWISE 


278 


Title : 


(U) 


J ~ 


SA 
SSA 

INTELLIGENCE IWEKSIGH 1 


DATE: 05-31-2007 

CLASSIFIED EY S5179/EHII/ESR/RW 

REASON: 1.4 (cyd) 

DECLASSIFY ON: 05-31-2032 


BOARD (I OB) ERROR 


Synopsis : (& ) 


To report possible IOB error. 



Details : 

(S) 1. 

(S) 2. 


b2 

b7E 

b6 

b7C 





SECRE 



ection 
27 8 -HQ' 


From: 

C122 9 3 b- V ID, 






SE CRETVV 2 0 3 1 0 9 1 1 


(U) 


To: 
Re : 



ection From: [ | 

278 -HQ-C 1229736-VIO, 09/11/2006 


LEAD (S) : 


b 

b 


Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 



/20310911 

3 


NSL VIO-1332 




BUREAU OF INVESTIGATION 


<U) 

(U) 

(U) 


(U) 



Precedence: ROUTINE 


To: 


Date: 12/18/2006 


b2 


b7E 

Attn: SAC 

bb 

CDC 

hir 

SSA 


saT 


Counterintelligence 

Inspection 


Attn: UC CD-2C 

all DrFCFm.rra?j cojjtaihed 
Attn: IIS HEREIN IS ClCLASSiFIED EXCEPT 

WHERE 3HGKE OTHERWISE 


From: Office of the General Counsel 

NSLB/CILU/Roo p 7SU7 L 

Contact : AGC 


Approved By: 

Drafted By: 
Case ID #: 


: Thomas Julie 

m 

DATE: 05-31-2007 


i 1 

> 

C1ASSIF1EB BY S5179/KJH 
REAS OK: 1.4 (ci 

•'KSR'RI. 




DECLASSIFY OK: 05-31-2032 


27 8 -HQ-C122 9736 -VIO ( Pending) 


Title : 


X 


TNTF.LLTGKNC E OVER SIGHT BOARD 
MATTER 2006 


Synopsis: Xl It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 



Administrative: HS) This electronic communication (EC) contains 

informati on from th)s follow ing sources : (l) EC dated 09/11/2006 

|Field Offic^ -- ^ |co OGC reporting a 

IOB matter; (2) National Security Letter issued by 
Tdated 4/1 7/2006; and (3) tele phone conversations between 
and AGC) 


from th[ 
potential 


~5a\ 


on 10/22/2006 and 12/15/2006. 


b2 

b7E 

b6 

b7C 






SE}2^ET 


TO: 
Re : 


jFrom: Office of the General Counsel 

"278-HQ-C1229736-VIO, 12/18/2006 


IU) 


(U) 


By EC dated 09/11/2006 


{requested that OGC 


Detail s : 

review th^ faults of the captioned matter and determine whether it 
warrants reporting to the JOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 



On 04/17/2006 


issued an National Security 


Letter (NSL) pursuant to 18 U.S.C. §2709 seeking subscriber 


information for a telephone nu mber rel ating to a subject of an 

On 09/06/2006,| (obtained the NSL results 

After a review, on 09/ll/2006,| 


investigation . 
from the service provider. 

determined that the service provider not only provided the 
subscriber information as requested pursuant to the NSL, but also 
provided additional information, such as, all outb ound telep hone 
calls placed through the service provider's system' 
not review or listen to the unsolicited records. 


Jdid 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) . effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 



NSL VIO-1334 


tr CT 








b2 

b7E 


:^t 


To 
Re : 


SEC 


Prom: Office of the General Counsel 


27 8 -HQ-C122973 6 - VIO, 12/18/2006 


<U) 


(U) 


Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


X NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C. § 3414(a) (5) (A)); (3) a 

list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C. §§ 1681u(a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. 


In this investigation! 


2709 . 



issued a lawful NSL 


bl 


to the service provider, and received in re sponse info rmation 


both within and beyond the scope of the NSL.| (requested 

subscriber information for a telephone number relating to the 
subject. However., due to service provider error, additional 
information was provided!” 


b2 

b7E 


additional information was beyond the scope of the NSL .[ 


buickly determined t hat the 
the 


did not review or listen to the unsolicited records erroneously 
provided by the service provider. The erroneously provided 
information should be segregated to protect the potential privacy 


should 


interests of United States persons. Further 
contact the .service provider and ask whether cne unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB 1 . A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 


(U) 


' X:-. is noted that in the past third-party errors were 

reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC, but are 
not reportable to the IOB. 



3 NSL VIO-1335 






SE^K^T 

To: [^rom: Office of the General Counsel 

Re: 278 -HQ* C122 9736- VIO, 12/18/2006 



(U) | ^hould contact the service provider and ask 

whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON , DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 


cc : Ms . Thomas , _ 

b6 

b7C 


♦♦ 




4 NSL VIO-1336 






(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal Inve stigations Section, I PU, Room 304 1 


Contact: CRS 


ExtJ 


Approved By: Miller David IanN^ I i /, ?&t / [ tnforkattow CCSTAIKED 

HERE IK IS Ufc'CfASSIFIED 

Drafted By: 


DATE 05-31-200? BY 65179/DHH/KSR/P.K 


Case ID #: 
Title: (U) 


(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2854 
OGC/IOB# 2006 | 


bb 

b7C 

b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278 -HQ-C122973 6-VIO Serial 1629 


278 


Serial 28 


2 78 -HQ-C122 973 6 -VI 0 Serial 1941 


b2 

b7E 


Details: (U) The Internal Investigations Section (IIS) received 

an EC fron| ^Division dated 09/11/2006, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


b2 

b7S 


♦♦ 


NSL VIO-1337 




(Rev. 01-31-2003) 


jpu>f&)T/ / 2 0 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 


IV) 


Precedence : 

To: 


ROUTINE 


Date: 01/17/2007 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Tr ,mi j Hr ' : ' ) ' iAn ° gor-h-inn tptt Room 3041 
Contact: CRS I Ext .[ 

Approved By: Miller David Ian 

Drafted By: 


1 


DECLASSIFIED BY 6R179yn?iH/KSP./RK 
ON OS-31-200? 


Case ID #: 
Title: (U) 


(U) 263 -HQ- 0 -U - 670 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 28 54 
OGC/IOB# 2006 


kJ r--. 

b7E 

b6 

b7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1629 


Reference: (U) 278 -HO-C1229736 -VIO Serial 1629 

278- perial 28 

278 -HQ-C122 973 6 -VIO Serial 1941 


Details: (U) Upon review of[^ 


J3ivision's captioned report 


of a potential IOB violation] IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(27 8 - HQ-C122 973 6 , serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦♦ 


q^SR|T//20320117 

NSL VIO-1338 


tr or 








U.S. Departme. >f Justice 



Office of the Inspector General 


Washington, D.C. 205. *0 


DATE: January 25, 2007 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

AU FFit IIJFOPmTiaN CGHTAIHEB 

HEKEIH IS ^CLASSIFIED 

DATE 05-3.1 -2007 BY 55179/DHH/KSR/RW 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Co mplaint No. 2007002557 

Subject:| 

FBI No. 263-0-U-670 

FBI CMS No. 2854 


b2 

b7E 

b6 

b7C 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right tn have access to an OIG Report/Referral nr to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses arc entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-1339 



GIG - ' NVEGT1GATIONS DIVISION 


Received By: 


Complaint Form 




Title: SA 
Component: FBI 


Phone: () 

Work : ___ 

Phor.e ; 


Date Received: 


01 G NO. 


01/04/2007 Hew Received 


Pay Plan: 
EOD Date: 



SSNQ : 

D. O. B . : 
Alien No . : 

F . B . I . No . : 
B.O.F.No. : 

D/L No . : 
Offenses: 689 


Pay Plan: 
EOD Date: 



SSNO : 
D.O.B. : 

A t ten No . : 
F.B.I.No. : 
B.O.P.No. : 

D/L No. : 
Offenses: 689 


COMPLAINANT: L 
Title: ATTY 
Component: FBI 

Mi sc: 

Home: 

Phone : ! ) - 


Pay Plan: 
EOD Date: 



D . 0 . B . : | 
Alien No . : 
F.B.I.No.: 
B.O.P.No. : 
D/L No. : 



Phone: 
Con f i der 


ZIP: 
Revealed : 


Authority: none 


Details : 


■gyhe FBI provided information regarding a potential IOB matter (2006 | 

On April 17, 2006 a National Security Letter (NSL) was ser ved to a wire commun ications 
service provid er. The vesnlts nf the NSL were obtained on ~| A revie w of 

)n revealed that the information supplied also included/ 1 


These files were not reviewed or listened to 


by FB] 


it is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 


ALLEG.ATIONS : 689 IOB Violation 

Occurrence Date: 


DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 


Referred to Agency: FBI 


Date Sent: 01/24/2007 Component: FBI 


Patriot Act: n 


Sensitive: N 


Civil Riqhts: p 
Whistleblower: n 


Component Number: 263-0--U-67C, 265i 

Consolidated Case Number: 


DATE: 05-31-2007 

FBI INFO. 

CLASSIFIED BY C'SiTS/CKS/KSR'/RW 

NSL WiQdl34& .4 rci 

DECLASSIFY 0U: 05-31-2031 


Printed 01/25/2007 


-Q JD 










b2 


01 G - INVESTIGATIONS DIVISION - Complaint Form 



Remarks : 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01 /25/07-Sent. to Kaiser/ FBI /INSD. (dz) 


NSL VIO-1341 

! Z £ .t 


Faac 2 of 2 


Printed 01/25/2007 


9:44 


(Rev. 01-31-2003) 


:re^>2( 


SECREX/>2 032 022 8 

BUREAU OF INVESTIGATION 


(U) 


(U) 

(U) 

(U) 


Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 
Inspection 


From: 


Attn : 

Attn : 
Attn : 
Attn: 


Date: 02/28/2007 

NST. B/CILU/Room 7 947 
AGCf 


CD-2C, Room iUbb 
IIS 
CDC 


bz 

blE 

b6 

b'7C 


TT=T — 

Contact : 


ali, u/KOKEATrara cojitaikec 

HEREIN js' DECLASSIFIED EXCEPT 
WHERE SHOT® OTHERWISE 


SA 



Approved By: 

L 

(u:- 

Drafted By: 

r 

Case ID # : 

t?) 

(if 


278 -HQ-C1229736 -VIO (Pending 
21B-\ [ (Pending) j 


Title: 


INTELL IGEN T 

MATTERfT006 



GHT BOARD 


nrrrr 05-31-200? 

CLARIFIED BY 6 S 1 7 9 /DHH/KSR/RW 
REAS OH: 1.4 (c) 

DECLASSIFY BW: 05 - 31-2032 

^ll C» 

^ bl 

b2 

b2 b7E 


Synopsis: 08j To document contact with service provider and 

authorization 'to destroy improperly or unintentionally 
acquired information pursuant to lead set by Office of General 
Counsel (OGC), NSLB, CILU. 




Derivec 
Of 


Ey On : 


Details: On 09/ll/2006 | [ requested OGC review the 

facts of tnex:aptioned matter and determine whether it 
warrant ed repor ting to the IOB. By EC dated 12/18/2006, OGC 
advised Jthat the FBI was not r equired to report the 

matter uT i( 




I it A 


Lb me i OB . However, 


J/as advised to contact the 


service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 


;s) 


SECRE t7^032 02 2 8 



L 

bn 

? 

b7E 

b 

1 

b 

Zy 

b 

7E 

b6 

b 

7 C 

b 

7D 


) r • i? 

NSL VIO-1342 






(U) 


To: 

Re; 



SEC: 




/20320228 


ral Counsel From:| 
278-HQ-C122973 6-VIO, 02/28/2007 


it 

or 


returned. On 02/28/2007, , 

unintentionally acquired information according to FBI 


destroyed the improperly 


protocol . 



/20320228 


2 


NSL VIO-1343 


d j tr 





I Rev i)8-2S-2(HK)) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : 



ROUTINE 

ion 


General Counsel 


Date: 08/14/2006 b2 

b7E 

Attn: Internal Investigations j-jg 

Sectio 
CRS 

Attn: National Security Law Branch 

(NSLB) , Room 7947 

Deputy General Counsel 




Drafted By: 



CLASSIFIED BY 651?$/I'ffii/KSP./RTJ 
PEAS OK: 1.4 £M) 

DECLASSIFY OK: 95-31-2032 



Synopsis: !U) To report possible IOB matter resulting from 

provider error. 



b6 

b7C 


NSL VIO-1344 


















Ebg^T 


Inspection From:| | 

27 8-HQ-C122 97 36-VIO, 08/14/2006 



Immediat ely speaking with ADC I wri t pr 

contacted | Paraleqal Specialist ( P S ) | 

| to explain the situation. PS | 
advised that she would contact OGC/NSLB and provide 
further direction to writer. Later in the afternoon of 
08/14/2006, writer received th e hard ron v NSL results 

which had been forwarded by IA I [ via an FBI 

inter-office envelope. As soon as writer received the 
FBI inter-office envelope and recognized its contents, 
writer closed the envelope without reviewing the hard 
copy NSL results. 

On 08/15/2006, PS advised write r to draft 

this electronic communication (EC), and Psl 
reprieved the hard copy NSL result s from writer's desk 
to seal and secure in the j | 2DC ' s secure safe, 

pending further direction from OGC/NSLB and IND/IIS. 


Any questions regarding the abov e can be directed 
[ Attenti on: Special Agenr l 
re le phor.e numbed I 


NSL VIO-1347 













FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


(U) 

fU) 

(U) 


(U) 


01 ) 


Precedence : 
To: 


ROUTINE 


Date : 


12/14/2006 


Attn : 


SAC 
ASACf 


S C 



Attn: CDC 


ADC | 



Inspection 


Attn : 


IIS, CRS 


From: Office of the General Counsel 

NSLB/CILU/Ro om 7947 / 


AGq 


Contact : 

Approved By ; Thomas Julie 


mm 





278-HQ-C1229736-VIO^ lending 

INTELLIGEN CE OVERS IGHT BOARD 


MATTER 2003 


ALL INFCRHATIOK COMTAIHEP 
HEREIN- IS UNCLASSIFIED EXCEPT 
ATERE SHOOT OTHERWISE 


DATE: 05-31-2007 

CLASSIFIED BY 65179/&BH/K5R/SS 
PEAS OH: 1.4 (c.-d) 

DECLASSIFY OH: 05-31-2032 


Synopsis: /S^ It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 


(U) 


Reference : 


DerxvSd^xegr^r G-3 
tssify On : 

278-HQ-C1229736-VIO .Serial 
(S) 



Details — . By EC dated 08/14/2006, thJ iField Office 

. Requested that OGC review the facts of the captioned 

matter and determine whether it warrants reporting to the IOB. 


As 


CIGjDOJ REVIEW 

FBI INVESTIGATION: 
0IG/D0J INVESTIGATION:, 





mi 

‘ ft f — 


b6 

b7C 

NSL VIO-1349 















To: 
Re : 


bl 




DZ 

b7E 


|From: Office of the General Counsel 

278- HQ-C 1229736 -VIO, 12/14/2006 



(S) In response to the properly served NSLs, however, 
erroneously provided information beyond the scope of the NSLs . 
Through no fault of the FBI, the FBI obtained complete credit 
reports pertaining to subjects of foreign counterintelligence 
investigations. When the case agent received the NSL results, he 
immediately sealed and sequestered them. T his excess inf ormation 
currently is sequestered in the safe of the| [Division 

Counsel. 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with Executive Order 12333, dated 12/04/1981, if 
such provision was designed to ensure the protection of 
individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 


bl 

b2 

b7E 

b7D 
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To: j From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 12/14/2006 


b2 

b7E 


administrative violations must be reported as potential I OB 
matters . 


(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 

communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 

very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 

identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§ 1681u(a) and (b) ) ; and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v) . In addition to FCRA, 

15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 


(U) 


Here, during the course of several autho ri zed 
counterintelligence investigations, the FBI served 


foreign 
1 NSLs . 


The NSLs re quested lawful information and were properly served. 
In response, provided the FBI with information outside the 

scope of the NbLy and with information that was not permitted 
under 15 U 6 8 1 u ( a ) and (b) . In other words, an error on 


the part od 

inf ormatiorr 


uy me 


(resulted in the unintentional acquisition of 
FBI . 


< TJ ) carrier’s mistake is not reportable to the IOB as 
the FBI has- not - acted unla wfully or contrary to ^ T *t Order 

or Presidential Directive. |~ | should cor.tac tnd ask 

whether the unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 


bl 
b 7 D 
b2 
b7E 
b7A 

bl 

b7D 

b2 

b"E 

b7A 


(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB, 
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To: 

Re: 


From: Office 

^7y-H0 r C1229736-VIO, 



of the General 
12/14/2006 


Counsel 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 


Set Lead 2: (Info) 



(U) For information. 


Set Lead 3 : - (Action) 


AT 


<U) 


should contact the carrier 


unintentionally acquired information should 
destroyed with appropriate documentation to 


and ask whether the 
be returned or 
the file. 


cc : Ms. Thomas 


ruts Library 


♦♦ 


b6 

b7C 
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I Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/12/2007 


To: General Counsel 


Attn: NSLB 


From: Inspection 


Internal 

Investigations Section, 

IPU, 

Room 3 C 

Contact : 

CRS 


| Ext J 



b7C 

b2 


Approved By: Miller David 

Drafted By: 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 05-31-200? BY 6Sl?3/MH/kSR/RN 


Case ID #: 


(U) 2 78 -HQ -Cl 2 2 973 6 - VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2855 
OGC/IOB# 20061 ~~1 


Synopsis; (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1633 

278-HQ-C1229736-VI0 Serial 1945 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from | d ivision dated 08/14/2006, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the b2 

IIS's opinion the incident described therein is administrative in b7E 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


♦♦ 


NSL VIO- 1354 




(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To : 


Date: 01/17/2007 

Attn: SAC (Personal Attention) 


From: Inspection 


Internal 

Investigations Section 

IPU, 

Room 3041 

Contact : 

CRS 


| Ext j 




Approved By: Miller Dav.id Ian DECLASSIFIED BY 5 5179/MCI/KSR/RU 

An n c_^n _.Anr-’ r ? 

Drafted By: 



Case ID # : (U) 263-HQ-O-U - 671 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 28 55 
OGC/IOB# 2006 | | 


b7E 

b6 

b7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278 -HQ-C122 9736-VIO Serial 1633 


Reference: (U) 278 -HQ-C1229736 -VIO Serial 1633 

278-HQ-C1229736-VIO Serial 1945 


Division's captioned report 


Details: (U) Upon review of| 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736 , serial 2570) . 


b2 

b7E 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SEpR^T//20320117 
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U.S. Departme. *f Justice 



Office of the Inspector General 


Washington. D.C. 20530 


DATE: January 25, 2007 


TO: 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


AH FBI IHF0PKATI0H COJJTAIKtD 

herein is unclassified 

DATE 05-31-2007 BY §5179/PMH/KSR/Ki 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Co mplaint No. 2007002560 

Subject: 

FBI No. 263-0-U-671 
FBI CMS No. 2855 


b2 

b7E 

P's {r, 

b'7C 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 
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07 G - INVESTIGATIONS DIVISION 


Received By; 


Title: SKA 
Component : FBI 

M : sc: 

Home : | 

Phone : ( ) - 

Wor k : . ■ 

Phone 


SUBJECT :[ 

Title: SA 
Component. : FBI 

Mi sc: 

Horne : I 

Phone : ( ) - 

Work: 

Phone : 


Complaint Form OIG NO. : 689-20C7-0C2560-M 


Date Received: 01/04/2007 How Received: A 


Pay Plan: 
EOD Date: 



J| 

> . 


Pay Flan: 
EOD Date: 



COMPLAINANT:! 
Title: SAC 
Component: FBI 
Mi. sc : 

Home : 

Phone : 

Work : | 

Phone : 

Confidential : 


Pay Plan: 
EOD Date: 


ZIP: 
Revealed : 


SSNO 

D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.Ko. 
D/L No. 
Offenses 


SSNO: 
D.O.B. : 
A^ien No. : 
F.B.I.No.: 
B . 0 . P . No . : 
D/L NO . : 
Offenses : 


SSNO 
D.O.B. 
Alien No. 
F.B.I.No. 
B.O. P.Nc. 
D/L No. 


Author ity: 





DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN 


Referred to Agency: FBI Da 
Patriot Act: N Civil Rights: N 
Sensitive: N Whistleblower: n 


FBI Date Sent: 01/24/2007 Component: FBI 

Civil Riq.its: N Component Number: 263 


Component Number: 263-0-U-671, 2855 

Consolidated Case Number: 


ALL FBI ITIFORHATIOM C0BT1T7F.I' 

HEREIN IS UNCLASSIFIED 

DATS 0S-G5-2007 BY 6Si79./DHH/KSF/R¥ 

NSL VIO-1357 


Page 1 of 2 
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OK; - INVESTIGATIONS DIVISION - Complaint Form 


01 G NO. 


689-200 7 -002560-M 


Rerr.a r ks : 

Predict l ing material contains classified information that will be maintained in a secure 
container within OIG./1NV/HQ. 

f;l/2o/07-Senr to Kaiser /FBI /INSD . (dz) 
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Page 


of 2 


Pri nfaH 1 / 9 R / 9 A T 


O . t: ,t. . /i r. 



FD-%2 (Rev. 03-21-2005) 


SEQJ^ET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 09/19/2006 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


From: 


Squad Cl -2 

Contact: SA 



Approved By: 

Drafted By: [ 

\ 

Case ID #: 


2 78 -HQ-C122973 6 -VI O’ 




Title: (U) SA [ 

SSA 



ALL IHFOPHATI OH C0HTAIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
OTERE SHOOT OTHERWISE 


INTELLIGENCE OVERSIGHT BOARD {I OB) ERROR 
Synopsis : V To report possible IOB error. 


Derived Fr om 
Declassi/Ey^Qn: XI 


Details : 

(S) 

1 . 

(S) 

2 . 

u 


Ak 

3 . 


(S)P 

m X 

(U) L 

-k X 

records of 


DATE: 05-31-2007 

CLASSIFIED 3V 65179 /RHK/KSP /F'W 

REASON: 1.4 (c,d) 

DECLASSIFY 0M: 05-31-2032 



3. Possible IOB Error: 



,XX. ‘i. Description of IOB Error (including any reporting delays) 

^ ^ 0n 01 /06/2006, writer documented to the file that telephone 

records of a non- targeted subject were provided in response to a 
■ q. National Security Letter (NSL) se rved atj ^ The tele phone records 
u l provided in error" were destroyed/ 7 


j tt l ^X-S1\^On 09/15/2006, writer was informed via legal training that 

receipt of incorrect information pursuant to an NSL is a reportable 
IOB violation. 


c AU* o« 1 p»| d 7 

'T ■ J in :i / .U .> r> • 


f > / ~\ 










Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
Set Lead 2s (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 


secr: 

7 / 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: 


Attn : 


Counterintelligence 

Inspection 


Attn : 
Attn: 


From: 


Office of the General Counsel 
NSLB/CILU/Roo m 7947 

Contact : AGC£ 




Approved By: Thomas Julie 


Z0HT 


Date: 12 / 14/2006 


SAC 

CDC 

ss a! 

SA | 

CD- 2 A UC 

All INFORMATION CONTAINED 
IIS HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


oz 

b7E 

b6 

b'/C 


Drafted By: 
Case ID # : ( 




Title : 


2 78 -HQ- Cl 22 973 6 -VIO (Pending) 

E 


INTELLIGENC E OVER Rj T GHT BOARD 
MATTER 2006 


DATE; 05-31 -2307 

CLASSIFIED BY 65 I 79 /DHE/KSR/'M 

REASON: 1.4 (i) 

DECLASSIFY ON: 0S-3I-2Q.32 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 


(U) DeTiv-ed^gr^ju-f Gl 3 

Declarsai^^Orr^^^Xl 



b7E 

b6 

b7C 












TO: 

Re: 


SE^S^T 


From: Office of the General Counsel 


2 78 -HQ- Cl 2 29736-VIO, 12/14/2006 


Details : By EC dated- 09/19/2006, [requested that OGC 

review the facts of the captioned matter and determine whether it 
warrants reporting to the IOB. As explained below, in our ^2 

opinion, the FBI is not required to report this matter to the IOB. 


On 07/06/2005 


Letter (NSL) pursuant to 18 U.S.C. § 2709 seeking subscriber and 
toll billing records for various telephone numbers. Upon review 
of the R ecords provided by the service provider, on [ 


were provided in error. 
04/18/2006 . 


The investigation was closed on 


hJ ) X 


issued an National Security 


_ noticed that the service provider responded by providing 

telephone records of a person who is not a target of the 
investigation or is in anyway related to the investigation. Upon 
noticing this error J~ ~ [ promptly destroyed the records that 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) . effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 







(S4J |submitted this error as a potential IOB violation 

on 09/19/2006 alter it has been learned, via legal training, that the 
receipt of incorrect information pursuant to an NSL must be reported 
as a potential IOB violation. 




NSL VIO-1362 


tr (r 





To: 
Re : 




From: Office of the General Counsel 

2 7 8- HQ"^C122 97 3 6 - VIO , 12/14/2006 


b2 


<U> 


(U) 


was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the I OB . The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request . The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


>fs/ 


NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1} telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C. § 
list of financial institutions and consumer 
information from a credit reporting company 
Act, 15 U.S.C. §§ 1681u (a) and (b) ) ; and (4) 
an international terrorism case (Fair Credit 


(3( 


3414 (a) (5) (A) ) 
identifying 

(Fair Credit Reporting 
full credit report in 
Reporting Act, 15 


U.S.C. § 1681v) . NSLs may be issued in co nformity wi t-.h 
requirements, .including 18 U.S.C. § 2709. 



sb-at-LL 


ory 


In this investigation| 
NSL on a service provider. In response 




bl 


properly served an 
to tne properly served 



b2 

b'7E 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB 2 . A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 


(U) 



IS/ It is noted that in the past third-party errors were 
reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC, • but are 
not reportable to the IOB. 
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To: | 
Re : 



From: Office of the General Counsel 


278 -HQ-C1229736-VIO, 12/14/2006 


LEAD ( s ) : 

Set Lead Is (Info) b2 



(U) For information. In the future, in similar cases where 
the service provider provides information on non- targeted subject 
that is not relevant to an investigation, ! | should contact 

the service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 


(U) INSD should retain a record of the report of the 
potential I OB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 


cc : Ms . Thomas. 


IOB Library 


♦♦ 


b 6 
b7C 


SEC, 




4 


NSL V10-1364 




(Rev. 01-3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/12/2007 


To: General Counsel 


Attn: NSLB 


b6 

From: Inspection b7C 

Internal Inve stigations Section, IPU, Room 30 41 0 

Contact: CRS | | Ext. I I 


Approved By: 
Drafted By: 


Miller David 



All, INFORMATION C OBTAINED 

SERE Hi Iff UNCLASSIFIED 

DATE 05-31-2007 BY 65.179/DHH/KSR/RU 


- Case ID # : 


(U) 278 -HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 2 R7D 
OGC/IOB# 2006 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( I OB ) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1647 

278-HQ-C1229736-VIO Serial 1942 

Details: (U) The I nternal Investigations Section (IIS) received 

an EC from | [ Division dated 09/19/200 6, reporting a 

possible IOB error. Based upon a review of the referenced EC it b2 

is the IIS's opinion the incident described therein is indicative b7E 

of a performance issue. Therefore, no internal investigation 

will be conducted by the IIS and this matter is being relegated 

to the NSLB for whatever action they deem appropriate. 


♦♦ 
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(Rev 01-31-2003) 


SE53EET//2 032 0117 

FEDERAL BI/REAl) OF INVESTIGATION 


151 


Precedence: ROUTINE 


Date: 01/17/2007 


To: 


Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section. IPU. Room 3 041 


Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 


Ext 


] 




DECLASSIFIED BY 6S179/‘D!IH/KSR/ftW 
ON 0,5.-31-200? 


Case ID #: 


(U) 263 -HQ- 0 -U - 672 (Pending) 


b2 
b 7 E 


DO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b7C 

INSD/IIS TRAC KING# 28 70 
OGC/IOB# 2 006 j I 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 2 78 -HQ-C122 9 73 6 -VIO Serial 1647 


Reference : 


(U) 


278 -HQ -Cl 2 2 973 6 -VIO Serial 1647 
278-HQ-C1229736-VIO Serial 1942 


> 

ia n 


h? 

b7E 


Division's captioned report 
not find the matter 


Details: (U) Upon review of 

of a potential IOB violation! IIS die 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/ OGC EC, dated 11/16/2006 (2 78-HQ-C122973 6 serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦♦ 


^ 3 ^ 7/20320117 
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V.S. Departme. >f Justice 

Office of (lie Fnspeclor (, ie:i. ra! 


M' ‘it* h 1 1 ik ,! < >/. . U. ( i 

DATE: January 31, 2007 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI IMFOPJIATICW COHTAIHED 

HEM ra IS UHC L ASS I F'lED 

DATF 05-31-2007 BY 55279/MthAKSR/P.W 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: 

OIG Coi 

innlaint No. 2007002648 



Subject: 


b2 



Division 

b7E 


FBI No. 263-0-U-672 
CMS No. 2870 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 


j "j This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal, if you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Refcrral or to the identities of complainants Dr witnesses, and that, in ail 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OjC INVESTIGATIONS DIVISION 

Complaint Form 

OIG NO. 

■689-2007-002648 -M 

Received By:| 

] Date Received: 

01/04/2007 

How Received: A 


SUBJECT :| 

Title: SA 
Component : FBI 
Mine : 

Home : | 

Phone : ( } 

Work : 

Phone : 


Pay Plan: 
EOD Date: 


ZIP: 



SUBJECT: | 

Title: SSA Pay Plan: 

Component: FBI EOD Date: 


Mine : 
Home : 
Phone : 
Work : 
Phone : 


0 


ZIP : 
ZIP : 




SSNO 
D . 0 . B . 
Alien Ko. 

F . B . I . No . 
B . 0 . P . No . 
D/L No. 
Offenses 


689 


SSNO: 

D . 0 . B . : 
hi ier. 1-io . : 

F . B . I . No . : 

B.O. P.No. : 

D/L No. : bG 

Offenses: 689 H 1 C 


COMPLAINANT : | | 

Title: ATTY Pay Plan: 

Component: FBI EOD Date: 


Misc. : 


Home : f 1 


Phone : { ) 

ZIP ; 


Work: , 


Phone : j 

ZIP : 

Confident ial : 

Revealed : 


SSNO 
D . C . B . 
Alien No. 
F . B . I . No . 
B . 0 . P . No . 
D/L No. 


Authority: none 


Details : 

Information received from FBI/INSD reporting a potential IOB matter involving the 
acquisition of information unrelated to an FBI investigation. IOB #2006 1 I 

During an authorized investigation, the FBI properly served a National Security Letter (NSL! 
on a communication service provider for information regarding the target of the FBT 
investigation. In. response, the FBI obtained information regarding an individual other than 

the target of the investigation. The records provided in error were destroyed. 


-t is the opinion of the Office of the General C 
:o the 108. 


ounsei that this matter need not be reported 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 10/06/2006 
CITY: | 


TIME 

State 


Zip : 


b2 

b7E 


DISPOSITION DATA r Disposition: M 


Date: 01/04/2007 


Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 

.-■at riot Act: n Civil Riches: n 


Sensitive: N 


Whistleblower: n 


Component Number: 263-0-U-672, 2870 
Consolidated Case Number: 


ALL FBI THF&REATXOJT CONTAINED 

HEREIN is UN CLASSIFIED 

TATE 06-0o=-20l ; 7 BY 65i79/TIffi/KSR/RJ 
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